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Disclaimer

The content of this report is provided for general information only. You must obtain professional or specialist
advice before taking, or refraining from, any action on the basis of the content set out in this topic roadmap.

We make no representations, warranties or guarantees, whether express or implied, that the content or
information set out in the Roadmap is accurate, complete or up to date. In particular, you should be aware that the
information contained in the Roadmap may be subject to change or affected by economic, market and political
changes. You acknowledge and agree that neither Zenzic UK Ltd nor any of the authors or contributors of any
content in this Roadmap shall be liable for your reliance on any of the information set out in this Roadmap.
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1.0 / Executive summary

An update to the UK Connected and Automated Mobility (CAM) Roadmap 2035 (Zenzic, 2023)
was published in early 2023. In that update the Roadmap took the first CAM Roadmap to
2030 data, restructured and updated it into a three-layer model of "'Why', 'What' and 'How'.

In that roadmap update six topic roadmaps were identified,
four applications of CAM and two enablers of CAM:

CAM Applications

fq Freight and logistics o00o Public transport = Infrastructure
vehicles and services P vehicles and services = and data services
- ff-high Verification,
«ta Personal mobility ° -nighway ert lcc?tlon
€ > . . (without public access) validation, and
P vehicles and services . . .
v vehicles and services assurance services

6 & \

This topic roadmap is focussed
on the details of the key area -
‘Infrastructure and data services'.

Data services are seen to be a
foundation element of CAM services
and have the potential to enable
CAM to deliver improvements to
transport accessibility, efficiency
and productivity.

In the near future, Automated
Vehicle (AV) systems will need to
work independently of connectivity
in “real time", but connectivity can
augment these systems. There is,
however, potentially a future where
connectivity starts to assist the AV
in real-time.

This topic roadmap is based on a
similar approach with answering
the questions Why, What and How?
from the infrastructure and data
services perspective.

The topic roadmap then details a
timeline of activities and milestones
which realise the development of
these themes up to 2035.

Why?

Even beyond CAM V2X communications
is an emerging technology. For CAM
services to run efficiently and be able to
provide the benefits of CAM, enabling
data communication is a key behind
these services.

In order to benefit from the emergent
properties for societal, economic

and environmental gain as defined

in the UK CAM Roadmap 2035
Executive Summary (Zenzic, 2023), the
communication interfaces between
geographically dispersed elements of
the system are vital to delivering the
following areas of benefit:

Real-time decision making

V2V and V2| communication
Mapping and navigation

Monitoring and maintenance

Fleet management and optimisation

Data sharing and collaboration

Source: Author generated
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Figure 1.2: The 'Why?', "What?', ‘"How?', layer for infrastructure and data services

What?

The 'What' Layer defines the products,
services and solution that link to the
benefits defined in the "Why'.

To enable the data conjunction,
physical and digital infrastructure
are key products and the elements
that associate with the end-to-end
delivery of services, the most significant
elenlents a re listed below:
Data collection and sensing
Data processing and analysis
Communication and connectivity
Web services and cloud computing
Data and Cyber security
Service delivery and usage
Decision-making and control systems

Maintenance and Support

How?

Through identification of the value-
chain in data services, the third key
question of how to enable the data
services is to be answered. This is
detailed later in this Roadmap but
following are key themes to enable
infrastructure and data services:

Data standards and cooperative
data sharing

Federated data architecture
National coverage plan

Digital infrastructure

Physical infrastructure

Skills and education
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11 Recommendations

An analysis of the themes and activities in the 'how' layer then yields the recommendations captured below.

National coverage and infrastructure strategy

Data standards and
sharing frameworks

Use cases and
stakeholders

Integration of CAM into the future of transport and
for data packages

specifically integration with the future infrastructure update

Define clear, concise use-cases
for the data requirements and
subsequent infrastructure

A package of work to understand
which data standards and
formats, including security
requirements, apply to which use

requirements.

CAM inclusion in the
National Digital Twin
Programme

A programme of integrating
the CAM sector into the
development of federated
digital twins for the wider
transport network.

Source: Author generated

case of CAM services.

Standardisation
and maintaining of
HD-maps

A dedicated programme

of work is required

to understand the
responsibilities and
processes for the wider-scale
development of HD maps.
This exercise can then help
inform the longer-term vision

of included HD maps.

is key to enable CAM. Understand the current national
coverage for the data requirements and identify where the

infrastructure are not able to meet the needs derived from

the use-cases.

Collaboration
with different
stakeholder groups

A concerted effort is
required to bring all the
different groups looking

at data services and
infrastructure in transport,
to ensure there is clear

and joint understanding

of requirements and
commercial needs.

Skills and Education

A cross industry and
governmental initiative to
address the gaps in skills

is required around data
analysis, synthesis, cyber-
security and cyber-resilience.
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2.0 / Overview

2.1 Background

An update to the UK Connected and Automated Mobility (CAM) Roadmap 2035 was published in early 2023. In that update the Roadmap took
the first CAM Roadmap to 2030 data, restructured and updated it into a three-layer model of "Why', "‘What' and 'How' shown in figure 2.1.

Figure 2.1: Overview of the integrated UK CAM Roadmap 2035

Why?

Trends and drivers

Rising expectations and the need for easy access and
convenient options

A more sustainable, environment-friendly transport
solution

Public transport options and requirements for rural
areas

Government agenda for Levelling Up and growing the
CAM supply chain in the UK, with development or new
technologies

Labour shortages creating a shortage in the
availability of drivers for vehicles

Developing and maintaining skills in the UK

Strong international competition to stay on the
forefront of driving innovation

Safer and securer travel options

Source: Executive summary to UK CAM Roadmap 2035 (Zenzic, 2023)

Off-highway (without public access) vehicles and
services

Freight and logistics vehicles and services
Personal mobility vehicles and services

Public transport vehicles and services
Verification, validation and assurance services

Infrastructure and data services

How?

Capabilities and enablers

Early commercial service models ready for investment
Commercial deployment pilots
Commercial service models ready for investment

Monitoring and refinement followed by expansion in
CAM deployment areas

Connected and automated vehicles (CAVs)
framework in place

Framework for the life cycle of CAM services
Framework for the federated data architectures

Vehicle-to-everything (V2X) connectivity and data
availability

Creation of integrated systems and services
Seamless passenger connectivity

Identification of training and skills required for the
CAM sector

Cost-effective technology/product solutions
(e.g. for sensors, HD mapping, road infrastructure)

The 'Why' layer setting the context of the market
and opportunities of CAM, and how CAM can
support delivering the economical, societal and
environmental benefits to the UK.

The "What' layer of the Roadmap is concerned with
identifying which product services and solutions
the UK can collaboratively develop which will in turn
create value and deliver economic, environmental or
social benefits.

Lastly, the 'How' layer, defining the requirements
on that enable the realisation of the products
and services

Within the 6 key areas identified under the '"What'
layer shown in figure 2.1. This topic roadmap

is focussed on the detail of the key area -
‘Infrastructure and data services'.

Data services are seen to be foundation element of
CAM services and have the potential to enable CAM
to deliver improvements to transport efficiency,
accessibility and productivity.

Connectivity also has the potential to support the
delivery of safety benefits both through remote
operation and monitoring of Connected and
Automated Vehicles (CAVs) and improved data
services supporting CAVs in the wider transport
network. The delivery of these benefits is reliant on
having high quality and low latency commmunications
infrastructure where applicable.
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To realise the potential of the data services, the
foundation is based in the infrastructure. The
term infrastructure is more than just the physical
infrastructure i.e. roads, Vehicle-to-Everything
(V2X) units, sensors etc but also include digital
infrastructure such as the digital and data
components that support the automation of the
vehicles in safely and efficiently.

These data services and better connectivity could
also have a significant impact on other sectors in the
UK, but this topic roadmap focuses only on the role
it would have in the context of CAM.

2.2 Purpose

The purpose of this Roadmap is to present the
analysis from the original Roadmap update
workshops in November and December 2022 and
then the subsequent detailed workshop on the topic
of Data and Infrastructure in August 2023.

The overall aim is to show how this topic can develop
over the period to 2035 and how stakeholders and
developers of CAM services and government can
support achieving many of the critical drivers and
benefits of CAM.

Through the workshop data analysis, the challenges
and opportunities for the UK are drawn out and
distilled into a series of critical actions for the topic
of data and infrastructure in CAM.
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3.0/ Why

The Importance of Infrastructure and Data Services in CAM

V2X features are emerging on current vehicles,
and from 2027, V2X are set to become part of

the EU NCAP assessment. The richness of the
features being offered is developing over time with
the increasing emergence of software defined
vehicles. There is a rise in the use of Diagnostics
over Internet Protocol (DolP) and Over the Air
(OTA) updates driven by regulation with regards
to software updates and their management
system (UNECE 156, 2021). These capabilities will
develop and be a standard part of Connected and
Automated Vehicles (CAVs) as the sector moves
from the current small (1-3) vehicle type trials and
deployments to larger scale CAM deployments.

Increasingly developers are looking at remote
monitoring and teleoperation to augment the
fully automated operations of the vehicle either to

12

assist the vehicle when it comes to a halt or if it has
encountered conditions which are outside of those
defined by the Operational Design Domain (ODD)

In the longer-term, CAM solutions are intended to
become an integrated part of the wider transport
'System-of-Systems' (SoS). The wide societal

and economic benefits that are sought from
transport are driving properties of that shape

the emergent branches of the SoS. Essential

to the SoS's operation is the necessity for sub-
system communications and therefore data and
connectivity provide a major interface between
geographically dispersed elements of the system.

These developments are reflected in the issuing of
Remote Driving guidance from the law commission
in February 2023 (Law Commission, 2023).

Furthermore, the British Standards Institute
produced a flex standard (BSI Flex 1886 v1.0 2023-
08) in August 2023.

It is important to distinguish between the
automated operation of a vehicle and the
connected and automated operation of a vehicle.
The automated operation needs to be able to
comply with safety requirements without the need
of external connection providing supervision or
monitoring, whilst the connected and automated
operation can aid the operation of the vehicle by
presenting it information beyond the range of its
sensors and connecting the vehicle into the wider
transport network.
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The enhanced operation of the vehicle and CAM
services through connectivity is realised in the
following ways:

Real-time decision making

Self-Driving vehicles rely on data to make split-
second decisions on the road. This includes
information on traffic patterns, weather
conditions, road closures, and other vehicles'
movements. Access to connectivity and real-time
data can support plugging the existing gaps in
safety and efficiency of decision making of an ADS
which impacts not only the CAV but also the wider
transport network.

Vehicle-to-Vehicle (V2V) and Vehicle-to-
Infrastructure (V2I) communication

Data and connectivity allow CAVs to communicate
with each other, other vehicles and infrastructure
such as traffic lights and road signs. This
communication can facilitate coordinating the
movements, anticipate potential hazards, and
improve overall traffic flow.

Example: Vehicles will alert each other of the
presence and precise location of hazards (this may
be presented as a warning but will also change the
vehicle's behaviour on approach to the hazard).
Incidents and road closures will be fed to the vehicle
in real-time so that it can safely reroute itself.

Mapping and navigation

CAVs can use data from mapping and navigation
systems to navigate roads and find the most
efficient routes. This data is constantly updated
to account for new construction, closures, and
other changes to the road network including real
time changes. There is a sub-group of CAVs which
utilise HD maps of a prescribed route to help them
know what they will encounter as features of that
route. They then use the sensors for the detection
of hazards on their path. HD maps are a critical
asset to this type of CAV — which is typically used
for fixed route for example shuttle buses. Not

all manufacturers use this method to navigate

as vehicles with variable routes rely more on full
environmental sensing.

Monitoring and maintenance

Data can also be used to monitor the performance
and condition of CAVs, enabling proactive
maintenance and ensuring the safety and
reliability of the vehicles. Some of these data
requirements could be covered under legal
requirements but there are also other stakeholders
who may be interested in accessing data provided
by connectivity such as insurance, emergency
services, transport planners and managers.

13
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Fleet management and optimisation

Providing tools to monitor and manage a fleet of CAVs, including routing,

scheduling, and real-time tracking is important. Having access to data from

the wider fleet can help the optimise the decisions about routing and planning.

Example: Hybrid vehicles will be able to select low-emission settings when
travelling in areas with schools or high population densities.

Data sharing and collaboration

Enabling the sharing of anonymised data between wider stakeholders in the
sector, such as transportation agencies, private companies, and research
institutions, to improve overall mobility solutions. For example, advertisers can
change roadside billboards based on real-time traffic demographics — in-car
offers, and advertising will be more interactive and linked more lightly to local
businesses and events (i.e. allowing for dynamic pricing/offers). With data
sharing there is a big potential to improve the user (consumer) experience as
well, for example a shuttle taking people to a train station or transport hub
giving information on times and platforms etc., seamless journey experience.

UK CAM Roadmap to 2035 - Infrastructure and Data Services Zenzic
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4.0 / What

ldentifying CAM Infrastructure and Data Services

41 Data services

Data in CAM generally refers to the information collected and used by the
vehicle's systems to navigate, make decisions, and communicate with other
vehicles and infrastructure. This data can include information about the
vehicle's surroundings, such as road conditions, traffic patterns, and the
location of other vehicles.

Infrastructure in CAM refers to the physical and digital network of
communication and support systems that enable the vehicles to operate
effectively. This can include things like roadside sensors, communication
networks, data centres and digital twins that collect and process information to
support the safe and efficient operation of connected and automated vehicles.

The major elements of the value-chain for CAM data and infrastructure are:

Data collection and sensing

This involves the deployment of sensors, cameras, LiDAR, radar, and other
devices to capture data about the vehicle's surroundings, as well as information
about the vehicle's performance and status.

Data processing and analysis

Once the data is collected, it needs to be processed and analysed to extract
useful insights and information. This may involve the use of machine learning
algorithms, artificial intelligence, and other advanced analytics techniques to
gain insights from the massive amounts of data generated by CAVs.

Communication and connectivity

CAVs rely on commmunication infrastructure i.e. high-speed, reliable
communication networks to transmit and receive data in real time. This includes
V2V and V2| communication, as well as connections to cloud-based platforms
and other external systems.
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Web services and cloud computing

The data generated by CAVs needs to be stored,
managed, and processed in cloud-based platforms
and data centres. This requires robust and scalable
physical infrastructure, as well as secure and
resilient cloud computing resources supported by
scalable digital infrastructure.

Data and Cybersecurity

Protecting the data and communications of CAVs

is critical to ensure the safety and security of the
overall system. This includes implementing robust
cybersecurity measures and mechanisms to protect
against potential threats and unauthorised access.

Service delivery and usage

The insights derived from the data are utilised

to deliver various services, such as real-time
traffic information, predictive maintenance, fleet
management, and other mobility solutions. These
services are then delivered to end-users, such as
passengers, fleet operators, and transportation
authorities.

&\\ N

Decision-making and control systems

The data and infrastructure elements support
the development of advanced decision-making
algorithms and control systems that enable
autonomous vehicles to operate safely and
efficiently in complex environments.

Maintenance and support

The value chain includes the necessary maintenance
and support systems to ensure that the data and
infrastructure elements remain operational and
effective over time.

In-vehicle Infotainment

Finally, with CAVs there is a possibility for vehicles to
become mobile entertainment/infotainment pods.
There is endless possibility for the interaction and
entertainment of the consumer with availability of
internet. They could also access productivity apps.

The above elements form a comprehensive value
chain for data and infrastructure related to CAM,
supporting the development and operation of
advanced mobility solutions.
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4.2 Network Infrastructure

The data services identified have different
requirements of when and how they are needed,
and also the data latency which determine the
type of network and infrastructure that might
be utilised. There are many sorts of network
infrastructure currently available and future
possibilities. Some of them are listed below:

Telecom Network (5G, 6G)

5th and 6th generation cellular communications, 5G
is in the process of being rolled out across the UK,
6G is still in the concept stage. These both provide
progressively lower latency and increased overall
network bandwidth.

Satellite Communications (hon GNSS/GPS)

Enabling vehicles to communicate with each other
and with the infrastructure through satellite

links. Global coverage means deployments can

be made across large geographies. Can provide
redundancy and resilience as back-up to terrestrial
communication systems.

GNSS

Enables accurate positioning, navigation and timing
services to vehicles and infrastructure. Very good in
applications where time synchronisation is required.

Mesh Systems (V2V/V2X)

Nodes within a network are directly connected to
each other in mesh-like structure. The offer the
possibility of ad-hoc networks which means vehicles
or users can connect and disconnect based on needs
and location. Offer flexible, resilient and scalable
network architectures which in turn can enable
technologies such as edge computing and so lower
the overall data transmission requirements.

These network infrastructure solutions are
likely to support a mix of the data services
listed in the section 4.1 and one of the
primary determinants of this is the timing
and the quality of the data needed.

The timing of the data is generally referred
in terms of the data latency which
indicates the time it takes for data to
become available after an event occurs. At
high level these can be categorised in four
categories.

Between the real time and passive data
the key differences can also be the
criticality of the data and the purpose of
the data.

Figure 4.2 shows how the mix of network
can support CAM and shows the general

understanding that 5G infrastructure is a
must for CAVs is a myth.

Frequency
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Real-time data
Data required dynamically, generally identified as low latency and high bandwidth.
Examples: collision avoidance, remote operation

Near real-time data

Data required dynamically, but may not require the same latency as real-time data.
Examples: communicating information between vehicle and control centre like battery status,
tyre pressures, weather updates affecting ODD

Passive data
Data generally identified as higher latency (compared to real time data) and high bandwidth.
Examples: in-vehicle entertainment like streaming music

One-time/irregular/batch data

Data in this category are generally associated with post-processing analysis and data that is
not required on the move.

Examples: software updates, early warning identification.

Figure 4.2: Data vs infrastructure network

Real-time
Low-spee

being used all the time (4G)

Low-spee
used occa

Real-time
Low-latency (high-bandwidth) network
being used all the time (5G, Mesh)

d (high-latency) network

Real time decision making @

( ] Advertising @ Vehicle-to-Vehicle (V2V)

Fleet management
and optimisation

Data sharing and
([ ] h
collaboration

@® Mapping and navigation
@ Monitoring and maintenance
@ Core system updates

d network being Bandwidth (speed/latency) High-speed network being used
sionally occasionally (5G, Wi-fi)
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4.3 Who: the key stakeholders and their elements in the value-chain

These elements of the value chain are designed,
delivered and operated by several different
stakeholders and it is important to understand
what and how their roles relate to the
infrastructure and data services in CAM and how
their collaboration can enable the elements in the
value chain.

The usage of data and data requirements were
explored in the workshop hosted by Zenzic in August
2023. There were some similar data requirements
from different stakeholders but with a different
intention of how to utilise the same data and

how they support the CAM services. particularly
with regard to sharing of data and what will be

the minimum requirements for each of these
stakeholders.

The major stakeholders representing the
value-chain:

Original Equipment Manufacturers (OEMs)

Organisations that design, manufacture, and sell
CAVs are significant stakeholders these include
both traditional OEMs and the new manufacturers
for CAM specific vehicles. They rely on data
services to improve vehicle performance, safety,
and user experience.

Infrastructure operators

Stakeholders responsible for managing and
maintaining physical transportation infrastructure,
such as roads, traffic signals, and toll systems
generally sit under the remit of Highway authorities.
They utilise data services to optimise infrastructure
utilisation, improve traffic flow, and enhance overall
transportation efficiency.

Data service providers

Third-party companies that offer data collection,
analysis, cyber security and management services
for CAM. They play a crucial role in ensuring the
availability of high-quality, reliable, and timely data
for various mobility applications.

Regulatory bodies

Regulatory bodies oversee transportation
policies, standards, and regulations. They are key
stakeholders in advocating for and implementing
data services to improve safety, efficiency, and
sustainability in transportation systems.

iy D\CQ Oncing

ey

Insurance organisations

Insurance organisations provide insurance for
vehicles, infrastructure and their usage for CAM
services. Data is the core element for them to
understand the risks, relay the liabilities and thereby
create informed insurance policies and viable
business case.

Service Operators

Providers of mobility services, such as ride-sharing,
car-sharing, and shuttle operators, rely on data
services to optimise their operations, provide
predictive maintenance, and improve the overall
customer experience.

Transport Bodies

Organisations responsible for planning, managing,
and regulating transportation systems at regional
and local levels. They use data services to make
informed decisions, optimise traffic flow, and
enhance safety in their jurisdictions.
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Technology providers

Technology providers are organisations that develop
and supply technologies like hardware, tools e.g.
sensors, communication systems, and data analytics
tools for connected and automated mobility are
essential stakeholders in the ecosystem. These also
include organisations involved in the innovation and
development of areas like cyber resilience, simulation
and digital twin.

End users

This category includes passengers, fleet operators,
and businesses that benefit from the data-driven
services and applications, relying on the data
services to access real-time traffic information,
navigation, and other mobility solutions.

By collaborating and ensuring interoperability, these
stakeholders can work together to advance CAM
through data services.

\
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5.0 / How

Enabling the delivery of
Infrastructure and Data Services

The vision for infrastructure and data services as identified in the UK CAM
Roadmap 2035 is:

"To enable the design, operation, maintenance and
widespread utilisation of the network so that it can support
the safe, secure and efficient movement of people and
goods, and provide an environment in which commercial
services will develop and grow.’

One of the underpinning areas of CAM development is collaboration across
different sectors creating a fully functional supportive ecosystem.

Developing partnerships across the sectors, including infrastructure and data
services, is critical for the next few years to realise the commercialisation

of CAM. How these partnerships evolve depends on understanding the
opportunities and actions that can deliver the areas identified in section 4
and represented these with a Roadmap in section 5.2.

5.1 Assessment of Infrastructure and
Data Services

The topic of infrastructure and data has been
explored by many CAM stakeholders in the
past couple of years. Zenzic hosted a workshop
with industry stakeholders where an exercise
had been carried out to explore and better
understand the opportunity for this key area
and its feasibility within the UK from the
perspective of CAM stakeholders.

‘Opportunity’ represents the impact and
improvement that infrastructure and data
services can bring to the UK's competitiveness
in CAM and the feasibility representing the

current capability of this opportunity in the UK.

The output from the workshop is depicted in
Figure 5.1
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Figure 5.1: Opportunity vs Feasibility in Infrastructure and Data Services

Opportunity

1 2 3 4 5

Feasibility

Source: Author generated

§\\ N\

Opportunity assessment
5 Very substantial and persistent improvement in UK
global self driving competitiveness

4 Substantial medium term improvement in UK
global self driving competitiveness

3 Short term improvement in UK global self driving
competitiveness

2 Minor and temporary improvement in UK global
self driving competitiveness

1 No improvement in UK global self driving
competitiveness or negative impact

Feasibility assessment

5 Capability already exists and in widespread use

4 Capability already exists and can be readily
adopted by the supply chain

3 Capability required is available and can be adopted
with concerted investment by government and
industry

2 Capability required is identified but it is uncertain
whether concerted investment by government and
industry will realise

1 Capability required is unavailable in UK and no
means is identified to obtain it
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The output from the exercise indicated that with an improvement 5.2 Infrastructure and Data Services — Roadmap Short Term (2023-26) Medium Term (2027-30) Long term (20314)
in infrastructure and data there is a high opportunity in the UK's ) )

In the executive summary of the UK CAM Roadmap 2035 (Zenzic, 2023), the

top layer of what the Roadmap for CAM infrastructure and data services

looks like was highlighted. In this roadmap, it is detailed further from a Framework for the federated V2X (vehicle to everything) connectivity
data architecture and data availability

competitiveness in the CAM sector but a lower feasibility indicated that

there is a lack of capability in infrastructure and data presently in the UK.
Seamless passenger connectivity
strategic point of view.

. . . Note the key categories identified in delivering the infrastructure and data
Following further research and conversations with CAM stakeholders the

R . . . services are not isolated. There are dependencies on other CAM enablers and Regulatory information digitised with o ) ) ]
following areas were uncovered for further actions and interventions: L . . . . . . Connectivity with electric charging
applications being developed as well but to keep the topic concise, here only Defining the data requirements agreements in place to share the i frastructure
» Better understanding of the connectivity and infrastructure needs vs the infrastructure and data related to CAM is explored. Exe:utlve Sludukeln/ required data
oadmap -

use cases against timescales
9 Infrastructure and

+ Improved understanding of the true linkage between 5G and associated Data Services Vehicle to vehicle connectivity between
Compiling, developing and building the

. . L . federated data architecture )
real time, for example in the use of remote monitoring and teleoperation. providers)

Ubiquitous connectivity for the services

equivalents roll out and CAM capability for safety critical decision making in i 4
enabled with connectivity

different vehicles (owned by different

« A clear understanding of the wider drivers and motivations for connectivity
requirements and how these link to regulatory requirements of data when

Real time digital twins of th orati Vehicle to infrastructure connectivity Geographic information system (GIS)/
. - eal time digi Wi e operatin
the vehicle is in use. . 9 . . P i 9 between roadside infrastructure, vehicles digital/data platforms driving services
environment, including HD mapping L e . . .
and applications utilised to run services (public and commercial)

« Clarification of the data requirements and its usage and implications across
a range of stakeholders.

» Having a clear recognition of any need for infrastructure digital twins and
their implications on CAM deployment.

The following section will explore how these interventions could be exploited
to build the future of the CAM in the UK.
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Short Term (2023-26) Medium Term (2027-30) Long term (2031+) Short Term (2023-26) Medium Term (2027-30) Long term (2031+)

VISION - Sharing Data in CAM is legislated VISION - Standardisation and interoperability of data architecture is achieved

Establishing data packages for cross Review and consolidation of unified data
sector organisations for different use exchange formats and interfaces.
cases

Establishing safety critical data and data
packages for different stakeholders

Identification of data sources such as

Defining and creating data standards and Defining and creating data standards and vehicles, infrastructure and environment
minimum legal requirements for safety requirements across different usage of
critical measures for usage of CAVs data

Data governance frameworks

Definition of current best practice Collaboration and partnerships with major stakeholders

Data Standards and principles for cyber-secure vehicles and Federated Data T —
systems q
Cooperative Data 4 Architecture
Sharing Local and national authority access and

R&D into cyber resilience capability throughout the vehicle lifecycle use of the architecture

UNECE CAV and cyber security regulations development Security and privacy enhancements

Creat ti | ti | data hub . . . . . .
reqte a national operationdl datd ht Ai and ML integration to derive actionable insights from

data gathered
Research into cryptography for

safety data .
7 Consumer education and acceptance

Cyber Centre of Excellence
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National
Coverage Plan

Digital
Infrastructure

28

Short Term (2023-26) Medium Term (2027-30) Long term (2031+)

VISION - Connectivity does not prevent CAM scale deployments

Understand use cases and requirements
for CAM connectivity

Assess CAM requirements against current network coverage
and capacity

Legacy fleet connectivity

80% of SRN enable with CAM connectivity
Define new operational models Deploy new operational models Increase network efficiency
New planning and investment guidance

Agree communications approach at a national level Repurpose infrastructure

VISION - Digital assets in place for the testing and operation of CAM services
Identification of data required from assets Data collected from assets Access to the data for public and private

Security and privacy enhancements

Early virtual test environments deployed Wider road virtual test environments

Develop automated validation
(testbeds) developed P

Digitisation of road rules

Digitisation of signage assets Phase out plan for fixed signs in place

Physical
Infrastructure

Skills and
Education

Source: Author generated
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Short Term (2023-26) Medium Term (2027-30) Long term (2031+)

VISION - Infrastructure is ready for deployment of CAM with highly connected roads

Identify gaps in the current infrastructure
that need update to support CAVs

Develop business case for the physical infrastructure Deploy CAM road infrastructure
Develop and deploy CAM road safety infrastructure

Planning for waste and redundant infrastructure

Repurpose infrastructure

New planning and investment guidance for physical infrastructure
to support CAM

Identify the overlap with other future transport solutions and their
infrastructure needs

VISION -Operational skills supporting development of infrastructure and data services in place
Gap analysis of skills and capabilities
Investing with industries in CAM skills

Strategic links with providers and centres of excellence
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Here the key categories identified are explored:

1. Data standards and cooperative data sharing
2. Federated data architecture

3. National coverage plan

Data standards and cooperative data sharing

One of the key benefits of connectivity is the
ability to improve the efficiency and productivity.
Due to the connected nature of CAM, this also
involves the need for standardising the data.
Cryptography research, specifying the safety
critical data use cases and establishing common
data formats for communications will be essential
requirements in establishing these standards. This
will ensure that the wide benefits connectivity
brings to CAM start with safety at their core.

Foundational to the delivery of free-flowing roads,
delivering safe, inclusive and desirable mobility, is
the ability for vehicles to cooperate, for the time
period of this roadmap there will be mixed fleets of
vehicles and so cooperation between them is vital..
This is enabled by data sharing that will enable the
vehicle population to make collective decisions about
the CAM network operation. This will require the
sharing of sensor data, regular uploads of journey
information across vehicles as well as appropriate
interfaces for data to be communicated to the driver.

The emerging themes for data standards and data
sharing are safety, security, sharing data, ownership

4. Digital infrastructure
5. Physical infrastructure

6. Skills and education

which can be regulated with having established
standards and common data.

These data standards can be achieved with early
investment from government and industry. This
would not only ensure more resilient and trusted
services but could also be a significant export
strength for the UK in years to come.

Enabling cross organisational data sharing is a
crucial first step. This includes agreeing what
data must be shared between vehicles and
infrastructure, specifying its accuracy and the
mechanisms by which is will be both transferred
and stored. This also provides us with vital
information for the requirements of connectivity.

Federated data architecture

A federated data architecture refers to a system
in which data is distributed across multiple
interconnected entities, such as vehicles,
infrastructure, and cloud-based platforms. This
architecture allows for the sharing and processing
of data from various sources to enable connected
and automated mobility services.

In a federated data architecture, each entity

within the mobility ecosystem retains control
and ownership of its own data, while also sharing
relevant information with other entities as
needed. This can include data related to vehicle
location, traffic conditions, weather, and other
environmental factors. The architecture supports
the integration of data from disparate sources,
enabling more comprehensive and real-time
insights for mobility services and applications.

By leveraging a federated data architecture,

CAM systems can benefit from enhanced data
quality, increased scalability, and improved
privacy and security measures. This allows for

the development of more efficient and intelligent
mobility solutions that can better adapt to
changing conditions and provide a safer and more
seamless experience for users.

National coverage plan

To realise the benefits of ubiquitous CAM
connectivity, incentivising cooperative protocols
across the CAM services vehicle fleet is a key to
maximising the intelligence and safety of the
network. This will ensure that all vehicles meet
minimum cooperative connectivity standards as
defined by the rules of the architecture.

To have the seamless connectivity for CAM services
there needs to be appropriate level of network
coverage in the correct places to meet user
requirements and demand. This is an area which is
a critical enabler to CAM services being deployable
at scale. This requires a clear understanding of the
requirements imposed by CAM on the network and
an understanding of where the gaps are to meeting
those requirements.

Digital infrastructure

Simulation of the ODD and other digital
infrastructure will allow both testing and
development activities to be undertaken

to provide testing activities and assist the
operational deployment of CAM services. Virtual
road environments will provide accurate proxies

of the road network for testing which accelerates
the progress of maturing connected and self-
driving vehicles.

A real-time and dynamic digital twin of the

physical environment that utilises 100% seamless
connectivity to enable the design, maintenance, and
exploitation of the network so that it supports the
safe and efficient movement of people and goods
and facilitates commercialisation of services.

Physical infrastructure

As vehicles become more connected and the
driving task more automated, road infrastructure
requirements are likely to change to support

this transition. As such, new business models

for different types of road infrastructure will be
developed as new planning guidance is produced
with CAM requirements in mind.

Having specific infrastructure in place to facilitate
the development and testing of technologies

and services is key to unlocking insights that
inform regulation, service design and technology
requirements. Research is required to obtain the

probable impacts of CAM on physical infrastructures

and find the way out of these limitations.
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Skills and education

Bolstering the UK's supply chain capabilities and
responding to the skills needed by industry to
manage data and new infrastructure is critical. It
is well recognised there are economy-wide skills
shortages across emerging technology sectors.
Cross-industry collaboration is critical to creating
and filling a skills pipeline particularly for data and
infrastructure services. A comprehensive review
of current skills capability will inform and help

to establish the necessary skills pipeline. Data
analysis and cyber security are a strength in the
UK and building upon these skills however there is
strong competition beyond CAM. Sectors such as
fintech, gaming and traditional IT are all working
to fill gaps for these same skillsets. Furthermore,
developing these skills can become one of the key
exports for the UK CAM supply chain as detailed in
the Zenzic's supply chain report (Zenzic, 2024).
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6.0 / Key Messages and Priorities

Engagement sessions with specific stakeholder groups and further analysis identified the following
actions as they key priorities and opportunities to address the gaps in feasibility:

Across the globe, progress has been made in the building
towards CAM services. However, many of the current
solutions are bespoke to the developers and environment in
which they operate. There are few standardised solutions
developing where there is clear collaboration between the
OEM, ADS developer and the infrastructure operators that
can vield a scalable solution.

Trials with AVs including V2X services are generally advisory in their capacity and
not developed as safety systems.

There are deployments within the UK running until 2025 and possibly beyond
with which important lessons can be learned around the role of data in the
integration of these CAM services into the transport network.

There remain challenges when building on these early trial and deployments
to a point where they can be scaled. What data is required to be sent and
received by which stakeholders and who should have oversight of how that
system is managed for safety and security purposes. How can improved
connectivity and data support important stakeholders like insurance and
what are going to be the regulatory obligations around the creation and
storage of data for CAM services?

Furthermore, which other organisations are involved in the process once

CAM is commercialised. CAM is a very complex sector involving multiple
industries to come together and collaborate whilst still holding their unique value
and knowledge.

Identify use cases and
stakeholders for data packages

Require clear, concise use-cases to define
the data requirements and subsequent
infrastructure requirements to be
defined. Creating clusters of the data for
different stakeholders and building them
into solutions and where applicable into
regulations can be key to build the future
of CAM in the UK.

Creation of data standards and
data sharing frameworks

A package of work to understand which
data standards and formats including
security requirements apply to which

use case of CAM services. This action

can only be completed when thereis a
comprehensive understanding of the use
cases and the requirements on the data in
terms of quality, latency and security. The
selection and consolidation of standards
must be harmonious with applicable
European and international standards.

Understand the current planned
coverage and infrastructure
strategy

Without infrastructure, certain functions
of CAM services could still be deployed
but integration into the wider transport
system would be poor, thereby not
providing the potential benefits being
sought with CAM services. It is critical

to understand the requirements of
infrastructure in other future transport
solutions particularly of how well areas
like connected vehicles are linked to CAM.
Furthermore, understanding the true
capabilities of 5G and similar connectivity
providing a true understanding with the
linkage to safety critical aspects of CAM.
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CAM inclusion in the National
Digital Twin programme

A programme of work, integrating

the CAM sector into the development
of federated digital twins for the

wider transport network. Key CAM
stakeholders need to be involved in the
national digital twin programme to feed
in the specific requirements around
CAM for operational digital twin of the
infrastructure. A dedicated programme
of work across transport and regional
authorities to educate and inform on the
vision of a federated digital twin and
ensure user requirements for CAM are
captured is needed.

Standardisation and
maintaining HD-maps in
real-time

Currently the HD maps being developed
by OEMs/ADS developers are for the
purpose of research and development,
such as running pilots. To maintain these
HD-maps in real-time and to achieve
standardisation is not realistic if they
are held by OEM/ADS developers. In the
near term, a short programme of work is
required to understand the responsibilities
and processes for the wider-scale
development of HD maps. This exercise
can then inform the longer-term vision
of included HD maps with the federated
digital twins of the infrastructure.

Collaboration with different
stakeholder groups

A number of notable stakeholder groups
are associated with development in these
areas including UKTIN, Work Stream 6 of
the CAVPASS programme, Automotive
council, and the National Infrastructure
Commission.

A call for a unifying effort around
stakeholders’ collaboration to understand
the demand of infrastructure and data
services and the requirements that

will help the UK build the data and
infrastructure services. This is much wider
than a technical group and must consider
the development of commercial models
and who pays for services which deliver
collective benefits.

Identify the gap in skills

There is a gap in the skills required for
data analysis and synthesis within and
beyond CAM. By focussing on the data
analysis and data science skills gap, the
pressing industry need for a provision of
processed data to support product and
purpose can be addressed. Transferring
cyber security and resilience skills from
other sectors can also play a vital role in

CAM services, and particularly with data.
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