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Disclaimer
This report has been produced by HORIBA MIRA, TRL Limited (TRL) and
WMG under a contract with Zenzic-UK Ltd (Zenzic). Any views expressed
in this report are not necessarily those of Zenzic.
The information contained herein is the property of these organisations
and does not necessarily reflect the views or policies of the customer
for whom this report was prepared. Whilst every effort has been made
to ensure that the matter presented in this report is relevant, accurate
and up-to-date, Zenzic and/or any of the authors of this report cannot
accept any liability for any error or omission, or reliance on part or all
of the content in case of incidents that may arise during trialling and
testing. In addition, Zenzic and/or any of the authors of this report
cannot accept any liability for any error or omission, or reliance on part
or all of the content in another context.
When in hard copy, this publication is printed on paper that is FSC (Forest
Stewardship Council) and TCF (Totally Chlorine Free) registered.

For further information on this report
please contact the Zenzic team
info@zenzic.io
zenzic.io

Table of acronyms:
ADS

Automated Driving System

ALARP

As low as reasonably practicable

ATA

Attack Tree Analysis

AV

Automated Vehicle

CAM

Connected and Automated Mobility

CAV

Connected and Autonomous Vehicle

CCA

Cause-Consequence Analysis

CCAV

Centre for Connected and Autonomous Vehicles

DDT

Dynamic Driving Task

FMEA

Failure Modes and Effects Analysis

FTA

Fault Tree Analysis

GSN

Goal Structuring Notation

HAZOP

Hazard and Operability Study

MRC

Minimal Risk Condition

MRM

Minimal Risk Manoeuvre

ODD

Operational Design Domain

SOTIF

Safety of the Intended Function

STPA

System Theoretic Process Analysis

STRIDE	Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Elevation of Privilege
TVRA

Threat, Vulnerability and Risk Analysis

UNECE

United Nations Economic Commission for Europe
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Key
Throughout the document,
key examples have been
highlighted in grey.

The guidance applies to all trials
(typically these are where there
is limited or no control of the
surrounding environment but a safety
driver is able to override via traditional
controls) unless tagged as outlined on
the right. Throughout the document,
sections have been tagged to show
the types of trials this section of
guidance is applicable to.

EXAMPLES AND TEMPLATES

PRELIMINARY TRIALS
Safety cases for relatively simple trials within a highlycontrolled environment and with a safety driver who is able
to override via traditional controls would be deemed as
preliminary trials. In general, these trials would only have
these tagged requirements. This would also apply to trials
involving manual driving e.g. for data collection. Guidance
tagged as ‘preliminary trials’ is also applicable to all other
types of trials.

ADVANCED TRIALS
Safety cases for trials without a conventional safety
driver (e.g. trials that use a remote safety operator, have
limited controls or are without a safety operator at all)
would be deemed an advanced trial. This is additional to
all other guidance provided, including the sections marked
‘preliminary trials’.
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Foreword

S

afety is a critical enabler to realising
the wider social and economic benefits
of connected and automated mobility
(CAM). With the market forecast to be worth
in excess of £650bn globally by 2035 there is
a critical need to ensure that consumers and
businesses have confidence in the development
and delivery of future transportation systems.
Without this it will be impossible to unlock the
productivity, efficiency and inclusion benefits
of CAM.
The Safety Case Framework: The Guidance
Edition reports developed by CAM Testbed
UK will enable safety to be delivered in a high
quality and consistent manner across testing
and trial deployments of CAM services in the
UK. By bringing together expert knowledge
from the organisations who have been leading
on development and delivery of connected
and automated technologies over the last five
years this guidance provides a concise and
authoritative guide to best practice in this
emerging market.
Furthermore, drawing on guidance from
CCAV’s Code of Practice and BSI’s CAV
Standards Programme, this safety case
guidance is a first in terms of collating and

8

summarising all the key learning of standards
and best practice documentation into a single
easy to access document. While we do not aim
to replace the in-depth knowledge contained in
other documents, we do aim to make it easier
for both those developing safety cases and
those reviewing them to understand how and
where to apply best practice.
Longer term there are still significant questions
to answer in terms of the route from early
trials to full scale deployments with significant
changes needed in certification processes and
legislation. But for now, we hope to create a
more effective dialogue between organisations
who need to test and those who want to
support CAM testing so that government and
industry can rapidly iterate on best practice
and accelerate the self-driving revolution.
Mark Cracknell
Head of Technology
Zenzic
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PRELIMINARY TRIALS

1.0
Introduction

As connected and automated
mobility technology develops, there
is an increased demand
to test the performance and
capabilities of such technology
in a range of different operating
conditions and environments.
10

T

he primary aim of this safety case
guidance is to support organisations
looking to conduct trials at CAM Testbed
UK with the creation of a suitable safety case,
in order to improve safety through the sharing
of best practice and to ease the path to
trialling.
However, it is important to note that this
guidance does not seek to impose any
particular methodology or format, as it
must be acknowledged that there is no
single approach universally recognised to
be demonstrably superior to others. It is
also important to bear in mind that most
companies will already have corporate policies
on risk management, and a trial that has
tested elsewhere previously would already have
its own safety case format. This openness is
encouraged and testbeds should remain flexible
in the safety cases they accept, to avoid trials
with a pre-existing format having to commit
time and resources to modify it to fit an

arbitrary template. Efforts have been made
to accommodate the known requirements of
testbeds within CAM Testbed UK within this
guidance.
There are a range of documents, such as
regulations and standards, that are already
applicable to trials taking place within the
UK, and these are referenced as appropriate.
However, this guidance document does not
seek to impose further requirements over and
above those already imposed. Instead, the aim
is to help trialling organisations by providing
explanations and examples to help illustrate
possible best-practice solutions, and to link
the areas covered by the separate regulations
and standards together such that the overall
picture of how they contribute to the safety
case becomes apparent (See Figure 1.1). Trialling
organisations are welcome to make use of the
examples provided wherever they add value,
but they are not mandatory to follow. Examples
have been highlighted in grey to make them
identifiable throughout.
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Overall requirements set
out by UK Government

Code of Practice

Standards add further
requirements and guidance

ISO 26262

This document aims to help
trialling organisations meet
the above requirements

The Road Vehicles
(Construction and
Use) Regulations

Road Traffic Act

ISO PAS 21448

BSI PAS 1881

BSI PAS 1883

Etc....

Etc....

Zenzic Safety Framework: The Guidance Edition
• Doesn’t add additional requirements
• Provides practical guidance, examples and templates
• Helps harmonise approaches across trials and testbeds
• Provides holistic view of how areas covered by separate standards come together within the safety case

Figure 1.1: Illustration of where this document sits within the wider landscape of regulations and standards
11
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PRELIMINARY TRIALS
Safety cases for relatively simple trials within a highlycontrolled environment and with safety driver who is able
to override via traditional controls would be deemed as
preliminary trials. In general, these trials would only have
these tagged requirements. This would also apply to trials
involving manual driving e.g. for data collection. Guidance
tagged for preliminary trials is also applicable to all other
types of trials. The key applicable sections would be the risk
assessment (Section 4.1) and method statement (Section
4.2.2.1).

ADVANCED TRIALS
This guidance has been created based upon
extensive research into existing methodologies,
including three industry workshops attended by
stakeholders with a wide range of perspectives.
It also draws upon the significant experience
that the team of technical authors have
relating to trial safety management. The
style of the document has been informed by
stakeholder feedback, including regular steering
meetings with an advisory group of industry
experts, in order to arrive at something that
is proportionate to the level of complexity and
risk and that is of assistance to both Safety
Case Creators and Reviewers.
The way this document is applied will depend
upon the inherent complexity and risk
involved in a trial. For example, it would not be
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proportionate for a trial on a proving ground
with a safety driver present in the vehicle to
go through the same safety processes as a
trial involving a remotely supervised vehicle
operating upon a public road. Section 2
examines how trialling organisations should
approach determining what level of analysis is
appropriate, and this document further aims
to aid proportionality by clearly denoting which
sections would be applicable to ‘preliminary
trials’ (trials in a highly-controlled environment
with a high level control provided by a safety
driver in the vehicle, and trials featuring manual
control of the vehicle) and ‘advanced trials’
(with little or no control of the environment and
without a safety driver able to make manual
interventions using conventional driver controls).

Safety cases for trials without a conventional safety
driver (e.g. trials that use a remote safety operator, have
limited controls or are without a safety operator at all)
would be deemed an advanced trial. This is additional to
all other guidance provided, including the sections marked
‘preliminary trials’. These safety cases would generally
require consideration of all sections of this document,
including those marked ‘advanced trials’.
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It should be noted that many trials will progress
over time (e.g. a trial may start off upon a proving
ground before progressing to public roads, or
start with a safety driver in the vehicle before
progressing to a remote safety operator). As
such, it is important to remember that sections
of the guidance that were not applicable in the
early stages of a trial may become applicable in
the later stages.
Although this guidance document is directly
focussed upon trials at CAM Testbed UK, the
overall principles of best practice remain the
same for any test route, and thus it is hoped
that this guidance will also provide value to
trials elsewhere in the UK, and indeed overseas.
The scope is, however, limited to trials for the
purpose of research and development, and
should therefore not be taken as a solution for
the very different challenge of providing safety
assurance for full deployment of a commercially
available CAM solution.
This provides differentiation from other
initiatives such as CertiCAV and CAV PASS,
which are targeted at developing an approval
process to allow commercial deployment
and therefore place an emphasis on system
safety assurance rather than on operational
safety measures such as the use of a safety
driver. However, it should be noted that there
is some overlap regarding ‘advanced trials’ of
automated vehicles on public roads without a
safety driver, as CAV PASS will initially focus
upon such trials as an intermediate step
towards the ultimate goal of providing safety
assurance for full deployment (CCAV, 2019a).

PRELIMINARY TRIALS

1.1

T

Terms and definitions

his document makes use of Version 3.0 of the CAV (Connected
and Autonomous Vehicle) Vocabulary published by BSI (2020).
Readers should therefore refer to this where further definitions
are required. In general, however, this document attempts to introduce
terms and acronyms such that cross-referencing is not required; this
is particularly so for any terms not contained within the BSI CAV
Vocabulary. Readers should also be aware of SAE J3016 (SAE, 2018a),
which provides a taxonomy of definitions that this document maintains
consistency with.
It should be noted in particular, however, that this report uses the term
‘safety driver’ to refer specifically to a person who is physically present in
the vehicle, able to observe the surroundings in the manner of a regular
driver, and able to assume control of the vehicle via a conventional set of
driver controls. ‘Safety operator’, on the other hand, is a broader term
that encompasses safety drivers but also other solutions such as remote
safety operators or safety operators who are in the vehicle but only have
access to limited controls such as an emergency stop button.
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2.0
Principles and
background

2.1		Safety case types
and structure
PRELIMINARY TRIALS

2.1.1	The operational safety
case, system safety case and
security case
The Code of Practice for Automated Vehicle
Trialling requires that all trialling organisations
should develop a detailed safety case for any
trialling they wish to undertake in the UK
(CCAV, 2019b).
A safety case is an essential tool to
demonstrate how safety and security has been
assessed and managed, and can be categorised
into three interdependent areas: system safety,
operational safety and security.

This section examines what
components a safety case would
typically have and how to ensure the
level of detail is proportionate to the
complexity and risk presented by the
nature of the trial.
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A system safety case focuses on the safety
of the system under test, including ‘functional
safety’ (i.e. managing risks resulting from
potential system faults) and ‘safety of the
intended function’ (i.e. managing risks due to
inherent design limitations that are present even
when the system is functioning as intended).
The purpose of the system safety case is to
document system safety assessments and
demonstrate that the system presents a level
of safety that is proportionate to the testing
proposed. The systems safety case is intrinsically
linked to the system and can be used for multiple
trials operating in the same ODD (Operational
Design Domain, as defined in Section 3).
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It is worth noting that a ‘system’ can be
defined at various levels; for example, when
developing an integrated transport network,
the entire infrastructure could be referred to as
a system, with the vehicles within that system
being subsystems, whereas a developer of a
driver assistance feature such as traffic sign
recognition may regard this feature as the
system, with the vehicle being a supersystem.
Within this document, the system is taken to
be the interconnected collection of physical,
electromechanical, electronic and data
elements of the vehicle, including automated
driving system (ADS) that enables full or
partial automation. In addition to hardware
and software onboard the vehicle, this would
also encompass any offboard subsystems that
directly facilitate automated driving.
An operational safety case is a structured
body of evidence that considers the interaction
of the test vehicle(s) with the operating
environment, including the route, safety driver
or operator, passengers and other road users.
The main purpose of an operational safety case
is to demonstrate that the vehicle can operate
safely within the defined environment and to
provide appropriate evidence and mitigations
proportionate to the level of risk posed. The
operational safety case is location- and timespecific, and therefore should be bespoke for
each trial.
For trials of early prototypes, it will frequently
be the case that trial safety is primarily
dependent upon operational safety measures
such as the ability of a safety operator

to intervene, rather than being primarily
dependent upon system safety assurance.
This is because sufficient evidence that the
system performance acceptably safe, such that
operational safety measures are unnecessary,
will not be available until a significant volume of
development and testing has been undertaken.
A security case provides evidence that risks
presented by harmful actors accessing or
affecting any of the trial equipment, including
the automated driving system (ADS), have
been analysed and mitigated. This includes risks
presented by physical access or via electronic
and telecommunications means (cyber security).
There is a strong link between these safety
case elements, and combined, they form the
complete safety case required to ensure trials
are conducted in a safe manner. The safety
case should remain a live document and be
updated to account for changes such as
previously unknown hazards being uncovered
or changes to the scope of the trial, and should
demonstrate that risks have been managed
such that they are as low as reasonably
practicable (ALARP). This provides assurance
to stakeholders such as road operators,
landowners, insurers and members of the public
that the system can operate safely within the
vicinity of other parties and infrastructure.
Evidence within the system safety case will
grow throughout research and development
trials and may become an essential component
of any future safety case for commercial
deployment of the system such that it can be
used by the general public.
15
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2.1.2 The safety argument
An essential component of the trial safety case
will be the safety argument; this describes a
means of justifying and documenting how all
the evidence presented within the safety case,
when taken together, supports the overall goal
of the trial being acceptably safe. Without a
coherent safety argument, the safety case
would merely be a mass of information, with no
means to understand how it fits together and
no means to identify any gaps where there is
insufficient evidence to demonstrate the safety
of a particular aspect of the trial.

EXAMPLES AND TEMPLATES

Figure 2.1 proves an example of what the
top-level safety argument might look like,
with the overall ‘safety goal’ (rectangle) of the
trial supported by achievement of acceptable
operational safety, system safety and security.
The three supporting items are all ‘modules’ as
indicated by the small tab on the top left; this
means that a further level of safety argument
exists beneath this, such modularity aiding
readability for complex safety arguments.

Goal Structuring Notation (GSN) is a widely
used approach to presenting a safety
argument, allowing it to be displayed
graphically with the overall safety goal at
the top of the diagram and other sub-goals
arranged beneath to support it, with these
being progressively broken down until sufficient
granularity is reached where specific pieces
of evidence can be provided in support (GSN,
2018).
There is no obligation to use GSN, and the
safety argument could be conveyed by other
means, e.g. by descriptive text. Furthermore,
the examples to the right and overleaf should
be tailored to suit a particular trial; for example,
some trials may have little or no reliance upon
system safety, or may have other operational
safety measures included beyond those in the
example. Nonetheless, it is important for the
safety case to include some means to explain
how the evidence fits together to form a
complete and cohesive safety argument.
16

An example of how the operational safety case
could be further broken down within the next
level of decomposition is shown within Figure 2.2,
where the top level goal (identical to the module
it sits beneath, from Figure 2.1) is supported by
multiple other safety goals, with decomposition
being continued until the underlying pieces of
evidence are reached (circles). The structure
of the diagram allows all stakeholders in the
safety case to understand the link between the
underlying evidence and the overall safety goal of
the project being acceptably safe.

Overall Trial
Acceptably Safe

Acceptable Operational
Safety Case

Acceptable System
Safety Case

Acceptable
Security Case

Figure 2.1: An example of a top-level safety argument described using Goal Structuring Notation (GSN)

Safety Case Framework: The Guidance Edition for Creators / Zenzic

EXAMPLES AND TEMPLATES

Acceptable Operational
Safety Case

Selected route
is appropriate

Risks appropriately
mitigated

Risk assessment
performed

Mitigations
communicated
to stakeholders

Risk
Assessment

Method
Statement

Safety driver able
to mitigate risks

Route
Assessment
Generic Driver
Training

Specific Driver
Training

Figure 2.2: Example of how evidence could be shown to support the operational safety case, using GSN notation
17
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2.1.3 Trial risk factors

2.1.4	The safety case structure

The level of risk posed by a trial depends upon
three broad, but independent, risk factors:

The information contained within a safety
case will vary significantly depending upon the
nature and complexity of a trial. Furthermore,
trialling organisations may choose different
approaches to subdivide this information into
separate documents; some safety cases could
even provide all the necessary information
within a single document, although this would
make updates challenging as changes to one
area would require up-versioning of the whole
safety case. More typically, the safety case
would consist of multiple documents, each
covering a particular aspect, one of which
would need to describe how the separate
documents fit together (the safety argument,
as described in 2.1.2, being key to this).

01

TRIAL
ENVIRONMENT

02

S A FE T Y
O P E R ATO R

The level of risk posed depends on the maturity
and reliability of the vehicle and automated
driving system (ADS), the ability of the safety
operator to intervene where necessary and
the level of control or predictability of the trial
environment.
Although production automated vehicles (AVs)
ready for commercial deployment would need
to have a sufficiently high level of system
safety that continuous human oversight is
unnecessary, this is not typically the case for
research trials of such vehicles, and indeed
would not be the case for production systems
until their development cycle nears completion.
This is due to the large volume of evidence that
18

03

VEHICLE/
S YS T E M

would be needed to prove they are capable of
safe operation, bearing in mind the complexity
of the systems, their operating environment
and the manoeuvres they would be required to
perform.
This guidance document therefore assumes
that operational safety will be the primary
means of controlling risk during the majority
of trials on CAM Testbed UK, and will be a
significant factor in all trials. However, the close
interaction between the level of trust in the
system and the demands for operational safety
means that the system safety case and the
security case are key influences on the nature of
the operational safety case.

All safety cases should have common goals
of demonstrating an appropriate level of due
diligence and providing evidence of control
for the trial risk factors. BSI PAS 1881 (2020)
specifies the requirements of an operational
safety case and reflects current good practice
across the industry.
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EXAMPLES AND TEMPLATES

Due to the variance in trials and in their safety case needs, it is not possible to specify a single
format, but an example of a possible safety case structure would be:

Summary
•

Overview of the purpose and scope
of the trial

•

Summary of the technology

•

Safety argument to explain how the
safety evidence fits together

•

Trial monitoring, reporting and
continuous improvements processes
including incident reporting and
change control

•

Emergency response and crisis
communication plans

•

Stakeholder consultation

Supporting
•

ODD definition

•

Operational risk assessment(s) –
separate risk assessments may be
needed for separate activities

•

Method statement(s) – there may be
separate method statements to cover
different phases of the trials

•

Route selection and assessment

•

System safety case including safety
analysis of the system, and also
simulation and physical testing

•

Security case including physical, cyber
and personnel – both risk assessment
and communication of control
measures

•

Publicly available safety case

To illustrate a possible structure for how the information could be grouped together, the first
six items (boxed out in blue) could be combined within a single safety case summary document.
This would act as the main, central component of the safety case, providing key information
on the project background and processes and cross referencing other supporting documents,
shown in the light grey box. However, the information could be grouped differently, and trialling
organisations should tailor the structure of their safety cases according to their needs.

The level of detail required within the safety
case should be proportionate to the complexity
of the trial and level of risk posed. Section 2.2.2
provides further guidance on how to determine
trial complexity.

2.1.5	Responsibilities of the
trialling organisation
Trial safety is ultimately the responsibility of the
trialling organisation, who are responsible for the
development of the trial safety case and for the
implementation of safe operating practices. The
safety case should be prepared by appropriately
competent and experienced persons, and should
be consistent with all applicable legislation and
also with the Code of Practice for Automated
Vehicle Trialling (CCAV, 2019b).
External stakeholders are likely to require
a review of the safety case prior to the
deployment of trials. Stakeholders may include
insurers, local authorities, test facilities,
landowners, road operators. Typically, a safety
case overview is sufficient, and there should
be no need to share intellectual property.
Where intellectual property is shared, it should
be ensured that a suitable confidentially
agreement is in place.
For on road trials, members of the public
should also be considered as a stakeholder
and information should be made available
for public consumption. Section 7.3.3 provides
further details.
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2.2	Guidance on
operational safety case
requirements

T

he information required in an operational
safety case is driven by the level of risk
posed to all affected parties and the
control over the three main risk factors; the
trial environment, the safety operator and
the vehicle/system. The operational safety
case will require a balance between providing
evidence of control and providing mitigation for
additional risks where sufficient control cannot
be evidenced. Trial complexity will be a major
factor in driving the level of detail required in
each section of the safety case. Low complexity
trials may not require the same level of detail
within the operational safety case when
compared to a high complexity trial.

2.2.1	Defining focus areas for an
operational safety case
When defining safety case content
requirements, the three main risk factors
should be considered, as shown in Figure 2.3.
The level of control over each of the three
risk factors will drive the balance between
evidence and risk mitigation required within
the operational safety case. Where full control
of risk factors can be achieved, the operational
safety case will focus on providing evidence

of such control and of how risks are reduced
to be ALARP. Where no or limited control of
risk factors can be achieved, the safety case
should provide risk mitigations within this area,
as necessary, to ensure all risks are reduced
to be ALARP. Where partial control of a risk
factor can be obtained, the safety case should
provide a balance between evidencing control
and mitigating additional risks to ensure all
risks are ALARP. An example of balancing risk
mitigation with control evidence is described
on the following page.

F
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Figure 2.3: Safety Case Risk Factors

20

R
O

SA

ET

Y O P E R AT

IC

T

E

VE

H

TR

A manually-driven trial testing advanced driver
assistance system (ADAS) technology in silent
mode (such that ADS outputs are recorded but
not sent to actuators), or manually driven V2X
trials, would require a lower level of evidence
and risk mitigation within the operational safety
case. An automated vehicle operating in a busy,
publicly accessible environment would require a
higher level of evidence and risk mitigation.

M

EXAMPLES AND TEMPLATES

LE/SYS
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Evidence

Evidence

Evidence

TRIAL ENVIRONMENT
Control Increases

SAFETY OPERATOR
Control Increases

VEHICLE/SYSTEM
Control Increases

Risk mitigation

Risk mitigation

Risk mitigation

EXAMPLES AND TEMPLATES

Example of description with safety case focus areas:
An early development automated driving system (ADS) has
not undergone full testing to determine if the ADS had full
control over the vehicle in all possible scenarios. The test
vehicle is a standard production vehicle allowing the driver
to regain full control when required. Trial organisers are able
to partially control the movement of pedestrians in the area,
but full control cannot be guaranteed.
In this example, the safety case should focus on evidencing:
•

control the safety driver has over the vehicle. Evidence
could be generated from prior testing or system design

•

control the ADS has over vehicle movements and
providing risk mitigations to cover the additional risks not
covered by evidence. Risk mitigation could be provided
by the presence of a safety driver. Evidence may be from
prior testing in a proving ground environment

•

partial control of the environment with mitigations in
place to cover additional risks. Mitigations could be from
the use of marshals in the test area.

As the level of control increases, risks can be demonstrated to be
ALARP through evidence of that control rather than mitigations
for lack of it, as illustrated in Figure 2.4. A more detailed
breakdown of how evidence or mitigation could be provided for
the three risk factors is provided in Sections 2.2.1.1 to 2.2.1.3.

Figure 2.4: Safety case balance between evidence of safety and risk mitigation
21

Safety Case Framework: The Guidance Edition for Creators / Zenzic

CO N T R O L L E V E L

2.2.1.1	Vehicle and Automated Driving
System (ADS)

DEFINITION AND EX AMPLES

This risk factor considers the level of confidence
in ability of the vehicle and ADS to operate
safely and reliably within the defined ODD. The
level of control is dependent on the robustness
and sufficiency of the evidence to support
defined vehicle capabilities and the alignment
of capabilities with the test scenarios. This is
summarised in Table 2.1.

MANUALLY OPERATED
WITH FULL CONTROL

ADS DOES NOT
HAVE FULL CONTROL

FULL CONTROL
WITHIN THE ODD

Vehicle is manually operated via
standard controls at all times during
trial, and full control of the vehicle
is reliable throughout. No reliance
on or driving tasks completed by an
ADS.

The behaviour of the ADS is not
supported by sufficient evidence,
and reliability of operation
within the defined ODD without
intervention is uncertain.

The behaviour of the ADS is
predictable, the vehicle functions
have been verified and validated,
and the boundaries of the ODD are
supported with robust evidence.
Test scenarios are within the
boundaries of the defined ODD.

Examples of manual driven CAM
technology trials include data
collection, testing of connectivity
features, silent mode system
testing.

An example would be where a
research project has produced an
ADS that has been subjected to
some prior testing, but this testing is
insufficient to demonstrate that the
vehicle is sufficiently safe to operate
without human supervision.

An example would be an ADS that
is nearly ready for commercial
deployment, where extensive
verification and validation has
been conducted on vehicle
performance within the ODD,
as evidenced within the system
safety and the security cases.

Safety case content should be driven
by the complexity of the trial being
undertaken. See Section 2.2.2 which
describes in more detail methods for
calculating trial complexity. Evidence
would need to be provided of the
high level of control, although in
practice this could be as simple as a
statement that the vehicle will only
operate manually.

Evidence of any prior verification
should be documented within the
safety case where applicable. Safety
mitigation should be documented
to ensure all additional risks have
been covered, which will be the
predominant means of ensuring
safety.

Full control should be evidenced
within the safety case. This would
require a large amount of detail
within the safety case to show
that the system has reached an
extremely high level of maturity such
that it can be trusted to operate
in advanced trials without human
supervision.

Table 2.1: Defining the level of vehicle and ADS control
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CO N T R O L L E V E L

This risk factor considers the level of control
over the trial environment and potential
interactions between the vehicle, infrastructure
and other road users. The environment can
affect the likelihood of system errors, the
likelihood of those errors resulting in a collision,
and the severity of the resulting collision. The
level of control of the trial environment can
vary by location and by the types of restrictions
and controls put in place, as summarised in
Table 2.2. The characteristics of the intended
operating environment will be specified within
the Operational Design Domain (ODD); this is
further detailed in Section 3.

DEFINITION AND EX AMPLES

2.2.1.2	Environment

LIMITED OR
NO CONTROL

HIGH
CONTROL

FULL
CONTROL

Limited or no control over
interactions with other road users
when operating within or outside
the defined ODD.

Risks associated with the trial
environment have been managed
and effective controls are in place.
All foreseeable interactions with
all road user types have been
minimised when operating within
and outside the defined ODD.

All risks associated with the trial
environment have been identified
and managed.

Applicable to testing in a public
environment where members of
the public have full access. Some
controls maybe in place to prevent
road user interaction, but this
cannot be guaranteed.

Applicable to testing in a closed road This is only applicable to testing on
environment or a private area which closed road environment such as a
proving ground of private test track.
has limited access to the public or
other road users.

Mitigations should be provided
within the safety case to ensure
trials can be conducted in the
environment with acceptable levels
of risk.

Evidence of control should be
provided within the safety case
along with mitigations to control
additional risk.

Safety case content driven by
the complexity of the trial being
undertaken. See Section 2.2.2, which
describes in more detail methods for
calculating trial complexity.

Table 2.2: Defining the level of environmental control
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CO N T R O L L E V E L

This risk factor considers the capability of
the safety operator to intervene in order to
prevent or mitigate collisions; such intervention
may involve taking full control of the vehicle
or making corrections while the ADS remains
active. The level of control the safety operator
has over the vehicle has many dependencies,
including the vehicle type and the human
machine interface (HMI) between the safety
operator, the base vehicle platform and
the ADS system. Confidence in the safety
operator should consider a combination of the
following factors:
•

System design (including HMI)

•

System reliability

•

System latency

•

Safety operator competency

•

Safety operator alertness

Table 2.3 summarises different levels of control
for this risk factor.

DEFINITION AND EX AMPLES

2.2.1.3 Safety operator

NO
CONTROL

PARTIAL OR
UNEVIDENCED CONTROL

FULL
CONTROL

Safety operator has very limited
or no means to directly control the
vehicle in order to prevent collisions.

Reduced confidence of operator
control due to a lack of evidence on
system reliability, system design,
system latency or safety driver
experience. Alternatively, reduced
number of controls available for the
safety operator to gain full control.

Full control of the vehicle can reliably
be resumed by the safety operator
when required, within a time
period that minimises the risk of an
incident and in line with expected
operator alertness.

The safety operator should be
familiar with the vehicle and
expected behaviour both inside and
outside the ODD.
This would typically apply when
there is a safety driver physically
present in the vehicle and able to
rapidly override or disengage the
system such that it effectively
becomes a manually driven vehicle.

This would apply to trials with no
remote safety operator or one
who has a limited level of control
available.

This would apply, for example,
to trials using a remote safety
operator or using a safety operator
in the vehicle who only has access
to an emergency stop button (no
traditional driver controls available).

The safety case would need to
demonstrate suitable mitigations
for the lack of control.

Full control of the vehicle would
Evidence would be needed of the
level of control available. Mitigations need to be evidenced within the
Safety Case.
would be needed to ensure safety in
permutations that the safety operator
would not be able to respond to.

Table 2.3: Defining the level of safety operator control
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The safety operator is fully trained
and competent to fulfil identified
roles and responsibilities. This will be
affected by the controls available to
the driver, reliability of the controls,
latency between control demand and
actuation, and safety operator training.
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2.2.2	Guidance on determining
the complexity of the trial
Trial complexity is a major factor when defining
the level of detail required within an operational
safety case. The level of trial complexity will
drive the level of detail required both when
providing evidence of control and when
providing details of identified risk mitigations.
Trial complexity is driven by the trial design and
operating conditions, and is directly related
to the level of risk posed to affected parties
during trial operation. The level of complexity
therefore depends upon how likely it is that an
undesired event will occur and the consequence
if such an event does occur.

There is also a strong
link between the trial
complexity and the
ODD (see Section 3).
Factors to consider
when determining
trial complexity may
include:

•

Vehicle mass

•

Road layout

•

Traffic levels

•

Junction types

•

Proximity to vulnerable road users

•

Road surface

•

Weather

•

Presence of passengers

•

Route features
(e.g. proximity to schools)

•

Trial route length

•

•

Temporary road structures
(e.g. road works)

Special structure
(e.g. tunnels, bridges)

•

•

Illumination levels

Vehicle operation and control
(e.g. remote operation)

•

Vehicle speed

EXAMPLES AND TEMPLATES

Example factors
for high complexity
and low complexity
trials are:
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A high complexity trial may involve:
•

Test scenarios that challenge the
boundaries of the ODD

•

High vehicle mass

•

High vehicle speeds

•

A low complexity trial may involve:
•

Trial design ensures that the
boundaries of the defined ODD
will not be challenged

•

Busy high street environment with
vulnerable road users

Safety driver with standard
vehicle controls

•

•

Tall buildings affecting wireless
connectivity

ADS installed within a standard
production vehicle

•

Low speed trial

•

Passengers carried in test vehicle

•

•

Allowed to operate in heavy rain

Test area with sparse traffic and
no vulnerable road users

•

Remote operation

•

Operation only in dry weather
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As the complexity of a trial is driven by the trial
design and operating conditions, methods for
calculating complexity will vary between types
of trials. A common approach has therefore not
been defined for determining trial complexity,
which should instead be assessed on a case-bycase basis using professional judgement.
It is important to gauge trial complexity at an
early stage in the safety case development to
help guide content. However, as the safety case
develops, the trial complexity may change. The
assessment of trial complexity should guide the
Safety Case Creator in determining the level
of detail required in the safety case and the
necessary robustness of evidence or mitigations.
When testing in a proving ground (highly
controlled environment) or operating a
standard production test vehicle in manual
mode (high level of operator control), the
main safety case focus will be operational
safety. Due to the low complexity and the
need to adopt a proportionate approach, the
safety case would typically consist solely of
a risk assessment and a method statement.
However, should such trials then progress to
more complex environments or control levels,
the scope and detail of the safety case would
need to expand accordingly.

EXAMPLES AND TEMPLATES

Examples of high complexity and low complexity trials are provided below,
including a summary of how the depth of information would vary:
EXAMPLE

An early development ADS integrated on a standard production
vehicle being tested at low speed in a proving ground environment
would be deemed a low complexity trial. Little evidence of system
safety would be available due to the lack of prior testing, and the
main risk mitigation would be that testing is being conducted in a
very controlled environment. Details such as route assessments,
ODD and security considerations may be minimal due to the
controlled testing environment.

EXAMPLE

A developed ADS operating in the public domain carrying passengers
along a route through a busy urban environment would be deemed
as a higher complexity trial. Significant detail would need to be
provided within the safety case, demonstrating evidence of operator
control and risk mitigations in place for the operating environment.
Some evidence may be provided that the system performance is
sufficient, although this may be deemed unnecessary due to the
protection provided by operational safety measure.

EXAMPLE

As per example 2, but with a remote safety operator who is
able to supervise the vehicle and trigger an emergency stop. The
safety operator is only able to take full control of the vehicle when
performing low speed manoeuvring via a joystick, so this cannot be
used for safety interventions. This would be a very high complexity
trial, and in addition to the evidence and mitigations required in
example 2, the trial would also need an extremely detailed system
safety case and security case to demonstrate that the ADS could
be trusted to operate without human intervention, and that the
communications link for the remote emergency stop function is
reliable and has adequate security.

01

02

03
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2.3	Guidance on the
support available to
assist in the safety
case development

T

he industry workshops conducted to
inform this document indicated an
ambition to set up a process to support
Safety Case Creators, as it is recognised
that a form of centralised support could aid
all stakeholders in understanding what is
required of them. This would provide a level
of standardisation across CAM Testbed UK,
thereby increasing the level of interoperability
across testbeds.
As such a scheme is not currently available,
trialling organisations should seek to work with
the testbed(s) that they intend to trial upon,
from as early as possible within the safety case
development process, to ensure agreement
is reached upon a suitable approach. It is
hoped that the guidance contained within this
document, and the corresponding one written
for Safety Case Reviewers, will aid these
discussions. In some cases, testbeds may be
able to share information that will help with
the safety case creation, e.g. information on
planned roadworks, known collision blackspots
or details of the facilities available.
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2.4 Summary of section 2

T

he level of detail contained within a trial
safety case should be proportionate
bearing in mind the inherent complexity
of the proposed trial.
It should consider:
•

how safe the level of control provided by the
vehicle/system is

•

whether the surrounding trial environment
can be controlled to manage safety

•

the ability of the safety operator to ensure
safety by making control inputs into the
vehicle.

Where there is a high level of control of these
factors, the safety case should provide evidence.
Where there is a lower level of control, the
safety case should set out mitigation strategies
to compensate for this lack of control.

The safety case will typically comprise of
multiple documents; the ‘safety argument’
describes how separate pieces of evidence
support the overall goal that the trial is
acceptably safe.
The safety case will typically include
consideration of operational safety, system
safety and security. However, trials for
immature technology will typically use
operational safety measures (in particular, a
safety driver) to compensate for not being able
to provide evidence of system safety.
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3.0
Definition of the
trial characteristics

This section examines how to
define the ODD and the intended
vehicle behaviour. Providing a clear
definition of the system and its
environment is a vital precursor
to the risk assessment and risk
management processes detailed in
later sections.

3.1	Operational design domain

O

perational safety measures (Section
4) depend upon a clear and common
understanding of the ODD, as the
hazards that a trial will be exposed to will vary
significantly depending upon the surroundings in
which the vehicle is deployed. For example, a trial
that will operate only upon motorways will have
a different set of hazards to one taking place
within an urban environment. Furthermore,
it is essential that all personnel involved in
maintaining operational safety during the trials
are familiar with the ODD so that they can
recognise when the trial strays outside the ODD
(for example, due to unfavourable weather or
the presence of a type of road user the system is
not designed to react to).
Whereas safety operators are able to make
inferences where a situation is not explicitly
covered within the ODD definition and
therefore not explicitly in or out of the ODD,
based upon the inclusion or exclusion of similar
permutations, an ADS has no such ability.
Therefore, it would typically be necessary to
specify the ODD in more detail where the
safety case depends primarily upon assurance
of system safety rather than upon operational
safety measures.

A trial will have a finite ODD, whereas the
real world has infinite variation. Therefore,
there will always be a risk that the ADS may
experience an ODD excursion. As such, the
safety case must include consideration of
an appropriate response in the event of an
imminent ODD excursion, such as the ADS
performing a Minimal Risk Manoeuvre (e.g.
stopping in lane or navigating to a safe
location to stop) or the Safety Driver taking
manual control of the vehicle.
An ODD can be defined from various
perspectives, e.g. system developer, local
authority, insurance companies etc. For
example, a local authority may define an ODD
as part of an approval or procurement process
to sign-off trials in their jurisdiction. On the
other hand, an ADS developer needs to define
the ODD in order to convey the capabilities
and limitations of the ADS, which in turn will
influence the safety case for trials of that ADS.
The level of detail contained within the ODD
definition can be tailored according to the trial
complexity (see Section 2.2.2).
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ADVANCED TRIALS

3.2	Importance of the
ODD where system
safety is paramount

T

he inherent complexity within the
real world means that an extremely
large volume of testing is required to
demonstrate that a system is able to operate
safely without supervision. For many trials, this
is circumvented by applying operational safety
measures (e.g. the use of a safety driver or a
controlled environment). However, for trials
without such operational safety measures, an
extensive test programme would need to be
performed to demonstrate that the system
safety is acceptable. It has been shown (RAND,
2016) that in order to prove that CAVs are at
least 20% better than human drivers, they will
need to be driven for over 11 billion miles, which
is clearly infeasible. Consequently, it has been
proposed (SaFAD, 2019) that a ‘scenario-based
testing’ approach should be incorporated into
test programmes.

30

Scenario-based testing involves creating
scenarios that aim to provide coverage of the
full range of situations that the ADS could be
required to react to within its ODD, including
both ‘normal’ driving as well as rarer and/
or more challenging scenarios. Thus, it is
important to consider test scenario creation
as a function of the ODD of the ADS. For
example, where a low-speed automated pod
vehicle’s ODD is limited to city centres and
shared pathways, the scenarios generated for
testing such a system would not include those
associated with motorway settings.
For trials aimed at verifying the performance
of a production system prior to its signoff (as opposed to research trials with no
direct path to commercial deployment), the
designed ODD for the ADS (the intended
deployment ODD) and the ODD for the trial
may be different. This may be due to variety
of factors including system maturity and the
range of road layouts available within
a testbed.

Ultimately, a system safety case
needs to provide evidence that:
a.	the system has been tested
in a sufficiently wide range of
scenarios to provide acceptable
coverage of the entire ODD, and
b.	the system has shown an
acceptable level of performance
in those tests.

If these criteria are not met, trialling could still
proceed if the trial ODD is revised to remove
permutations where sufficient assurance is
not achievable, or if mitigation measures can
be put in place for the lack of assurance of
the ADS. In either case, the trial safety case
would need to be updated accordingly. It is
not expected that reviewers would analyse
every test case, and therefore responsibility
for ensuring that the testing covers all possible
permutations within the specified ODD
remains with the trialling organisation.
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3.3	Relationship between ODD, desired behaviour and scenarios

T

he trial ODD will typically be expanded
as the trial matures; in the case of trials
leading to the approval of a commercially
deployed ADS, the ODD would need to expand
until it ultimately matches the deployment ODD.
Safety Case Creators should therefore use a
method for conveying the ODD definition that
is flexible such that the level of detail provided
can be adapted to the requirements of the trial
and can be increased or decreased as the trial
progresses.
For example, it may be the case that the
system can initially only operate on single
lane roundabouts, and therefore it would
be necessary to subdivide the roundabout
attribute such that the ODD definition
specifies which types of roundabout are in
scope and which are out of scope. If, however,
the ADS progresses such that all roundabouts
can be navigated, it ceases to be necessary
to subdivide the roundabout attribute, and
it can merely be specified that roundabouts
are in scope. BSI PAS 1883 (2020) provides
a framework for defining the ODD, and an
international standard for an ODD Taxonomy,
ISO/AWI 34503 (2021), is being drafted at the
time of writing; both of these documents aim
to provide the flexibility to adapt to the needs
of particular trials and stakeholders.
Certain aspects of behaviour (both of the
ADS and other actors around the ADS)
may be restricted by the defined ODD. For
example, the manoeuvre ‘lane change’ may

be prohibited as a result of testing upon on a
single lane undivided road. Figure 3.1 illustrates
the relationship between ODD, behaviour and
scenarios; while the three are related to each
other, they are distinct. The ODD defines the
range operating conditions an ADS could be
exposed to and the behavioural competencies
define the range of behaviours that the vehicle is
capable of providing, whilst scenarios represent
a combination of specific permutations of
expected behaviour from an ADS with specific
permutations from within the ODD.
For example, performing an unprotected right
turn (behaviour) on a single lane undivided
crossroad with oncoming traffic (ODD) would

be a scenario. As there are typically many
behaviour permutations that the vehicle is
capable of and many ODD permutations that
the vehicle could be exposed to, there will be
many scenarios that are possible. It should be
ensured that all scenarios that the ADS will
undertake within the trial are within scope of
the ODD and the behavioural competencies
such that the trial is compatible with the vehicle
and its environment. Furthermore, as examined
further in Section 5.1 , it will be necessary to
ensure that the scenarios provide coverage
of the full range of ODD and behavioural
competency permutations if assurance is
to be gained that the system is capable of
performing safely.

ODD (operating conditions)
E.g. single lane, undivided
road, crossroad
Scenario
ADS behaviour (behavioural
competency) E.g. unprotected
right turn, oncoming traffic

Figure 3.1: Relationship between ODD, behaviour and scenarios
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3.4 Defining an ODD

W

hile, depending on the perspective, the
level of abstraction used within the ODD
definition may vary, it is essential that
the relevant stakeholders have an agreement on
the ODD definition prior to the trial commencing.
This agreement needs to take into consideration
the level of detail appropriate to support other
components of the safety case, e.g. operational risk
assessment or system safety verification testing.
It is recommended that Safety Case Creators use
a standardised approach, such as that provided by
the BSI PAS 1883, to define the ODD of the ADS, as
use of a common taxonomy will ease the process of
agreement between stakeholders.
BSI PAS 1883 provides a hierarchical taxonomy
for the ODD definition, and features three
top level attributes: ‘scenery’, ‘environmental
conditions’ and ‘dynamic elements’. Each of these
are then further decomposed according to the
desired level of abstraction deemed appropriate.
For example, a trialling organisation may include
junctions within their ODD. This would implicitly
mean that the trial includes all types of junctions
(roundabouts and intersections).
In order for a trial to proceed, the trialling
organisation needs to discuss and agree with the
relevant stakeholders not just what is appropriate
to include or exclude in the ODD, but also the
level of abstraction that is appropriate. The ODD
definition should include clarification on whether
any attributes not explicitly referred to within the
ODD definition are included within (permissive
notation) or excluded from (restrictive notation)
the trial ODD.
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EXAMPLES AND TEMPLATES

The following sections describe some of the ODD
attributes covered within BSI PAS 1883, as an example
of an appropriate methodology for defining the ODD.
3.4.1 Scenery

•

Scenery attributes comprise of all the
geo-stationery elements of the operating
conditions. Within BSI PAS 1883, scenery is
classified into the following attributes:
•

•

•

Zones: Some trials may be conducted in a
special geo-fenced or physically segregated
area (e.g. a business park or a disused
airfield). Such conditions can reduce the trial
complexity and consequently simplify the
safety case.
Drivable area: Some trials may be
conducted on public roads, some might be
conducted on shared-pathways and some
may be conducted on test tracks, each
having varying level of requirements on
system safety evidence.
Junctions: Trialling organisations may
choose to explicitly declare that “junctions”
(or a certain type of junctions) are outside
the defined ODD of the ADS. For example,
a trialling organisation may declare that
“roundabouts” are outside the ODD of the
ADS. If the trial route includes a roundabout,
a possible solution would for a safety driver
to take manual control while the vehicle
navigates the roundabout.

•

•

Special Structures: There might be special
structures present in the route selected
for the trial, such as a pedestrian crossing,
a tunnel or a toll plaza. While the trialling
organisation could explicitly declare such
structures to be outside the ODD, it is
important to review the selected trial route
(Section 4.3) for the presence of any special
structures, and make stakeholders aware
of them.
Fixed Road structures: Some trials on
shared pathways may want to explicitly
state that “street furniture” like bollards are
outside the ODD of the ADS.
Temporary road structures: It is possible that
temporary road structures (e.g. construction
site detours, road works etc.) may be added
to or removed from trial route within the
duration of a trial. The ODD definition should
attempt to capture all temporary elements
that could reasonably be expected to be
encountered within the duration of the
trial, and should be updated if previously
unexpected elements are encountered.

3.4.2 Environmental conditions
Within BSI PAS 1883, environmental conditions
are further classified into four attributes:
•

Weather: Trialling organisations would
need to consider the inclusion or exclusion
of factors such as rain (thresholds could
be defined in natural language or by using
a value in millimetres per hour if such
measurement is possible within the trial),
snow, ice or fog.

•

Particulates: this attribute considers
the effects of particles such as pollution
from exhausts (which can result in smog)
or volcanic ash, although it should be
noted that these factors are unlikely to
be a consideration within an AV trial, and
therefore may not need defining.

•

Illumination: considers not just whether the
trial is able to proceed in low lighting levels,
which may challenge some systems, but
also lighting effects such as lens glare due
to direct and bright sunlight when the sun
near the horizon.

•

Connectivity: what wireless communication
is available within the environment and
also factors that may compromise wireless
communication, such as electromagnetic
interference.
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EXAMPLES AND TEMPLATES

3.4.3 Dynamic elements
The non-stationary elements in the ADS’s operating conditions
constitute the dynamic elements, such as pedestrians, vehicles
or e-scooters. Dynamic elements are classified into attributes
such as:
•

Density or volume of traffic: Some trials may be able to
proceed in sparse traffic only, as dense traffic may pose an
unacceptable hazard

•

Flow rate: Some trials may be limited to low flow rates, such
as a system only intended to provide automation within
traffic queues

•

Agent Type: This includes other roads users, and also animals.
Vehicles may be able to react to some types of agent but not
others. Examples include cars, buses, tractors, motorcycles,
bicycles, horses with rider, pedestrians, users of mobility
scooters, wild animals, dogs or cats

•

Special vehicles: This includes emergency services vehicles
such as ambulances or police cars, and could be viewed as a
sub-category of ‘agent type’.

Depending on the complexity of the trial, the trialling
organisation may choose to explicitly define certain agent types
(e.g. horse and rider) as outside the ODD of the ADS, requiring
the safety operator to monitor the trial environment for
presence of any such agents and take mitigating action if they
are present. Another example of a dynamic element that might
be outside the trial ODD is special vehicles such as those used
by the emergency services; when trials are conducted on public
roads, it is entirely possible that the ADS equipped vehicle might
encounter such vehicles.
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The ODD defined under ‘scenery’ in BSI
PAS 1881 can be mitigated within the trial
planning stage as they remain constant, with
the possible exception of temporary road
structures such as roadworks. However, the
presence or absence of environmental factors
cannot be controlled (e.g. weather can change
during a trial) and the presence or absence
of dynamic elements can only be controlled if
testing within a controlled environment such
as a proving ground. Where it is not possible
to determine in advance that a factor what
lies outside the ODD will not be encountered
during a trial, the safety case should include
consideration of how the occurrence of such
factors would be mitigated. This would typically
require the safety operator to observe the
environment (see ‘ODD awareness’, Section
3.5) and take control where necessary.
There is, therefore, a distinct difference between
ODD attributes that are predictable and
ODD elements that can require an immediate
response by the ADS and/or safety operator.

3.4.4	Combining the ODD elements
An important aspect to consider while defining
an ODD is the possible interdependence of
the ODD attributes. For example, a trialling
organisation may define the top speed of the
vehicle as 70 mph during daytime on dry day,
but may reduce the top speed to 40 mph in the
presence of rain. Such interdependence can be
valuable to allow the system to be exposed to
the broadest range of challenges possible in
the given conditions, or looked at conversely,
to ensure that the most challenging situations
are only presented to the vehicle where there
are other factors to mitigate risk such as an
absence of nearby traffic.
Furthermore, the trial ODD will be intrinsically
linked to the route selection; choosing an
alternative route to avoid one particular ODD
element may mean adding or removing other
elements that are associated with the routes
under consideration.
Table 3.1 provides an example of a high-level
ODD definition for a trial upon a motorway,
with natural language descriptions that are
readily understood by trial personnel. Where
ODD excursions need to be detected by vehicle
sensors, it would typically be necessary to
provide a more quantitative definition.
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EXAMPLES AND TEMPLATES

ODD attributes as per BSI PAS 1883
SCENERY:

ENVIRONMENTAL
CONDITIONS:

DYNAMIC
ELEMENTS:

•

Driveable area type: motorways

•

Divided road, hard shoulder, barriers on edges

•

Solid lane markings, up to 4 lanes

•

All traffic signs (permanent and temporary, also
dynamic overhead signs)

•

Uniform driveable area surface (i.e. asphalt)

•

No ice or no standing water on driveable area surface

•

Light rain

•

Light breeze

•

No snowfall

•

No particulates

•

Daytime only

•

Cloudiness (clear, partly cloudy and overcast)

•

Vehicles (cars, buses, coaches, lorries, motorcycles)

•

No ‘special vehicles’ (emergency vehicles, wide loads)

•

No pedestrians

•

No Cyclists

Table 3.1: Example of an ODD definition for a trial on a motorway
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3.5 ODD awareness

F

or safe operation in trials where the
ADS needs to prevent or mitigate ODD
excursions (e.g. operation without a safety
operator present), the ADS needs to be aware
of the current status of every attribute that
forms part of the ODD definition. This may be
achieved via ‘on-board sensing’ (i.e. via sensors
fitted to the ADS-equipped vehicle) and/or
‘off-board sensing’ (such as a nearby weather
station for information on weather attributes,
or a traffic management system providing
information on dynamic elements).
Where a safety operator is present, a subjective
assessment of the ODD attributes could be
used, either in isolation (thereby simplifying the
safety case by removing the need to provide
on-board or off-board sensing) or in conjunction
with quantitative sensor data. For the latter,
this could be done either by the system being
responsible for monitoring some ODD attributes
and the safety operator being responsible for
others, or by the sensor data being provided
to the safety operator to help them make an
informed decision. Other solutions include a
dispatcher (i.e. a steward employed by the trial
to oversee safe departure of a vehicle) being
responsible for subjectively assessing some
aspects of the ODD such as weather.
There may be some situations where there is an
element of subjectivity as to whether or not an
ODD excursion has occurred. For example, if the
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ODD for an ADS is defined as an area where no
pedestrians are allowed, it would be reasonable
to conclude that a pedestrian appearing upon
the horizon a mile away would not constitute
a breach of the ODD, whereas a pedestrian
stepping into the path of the vehicle would. By
definition, therefore, there must be a threshold
where the proximity of the pedestrian to the
vehicle path becomes sufficiently close for it to
count as an ODD breach, with potential for ‘grey
areas’ around this threshold where the decision
requires subjective judgement.
The ODD definition should seek to provide
trial personnel with some guidance to assist in
making such decisions. This would typically be in

the form of high-level guidance, but may require
judgement as it would be infeasible to precisely
define responses to every possible permutation.
It should be noted that as systems progress
closer to production-level performance, it would
be necessary to develop the capability for the
ADS to make decisions on ODD excursions
without human oversight, requiring far more
precise, detailed and quantitative definitions.
Where it has been deemed that an ODD
excursion has occurred, or is about to occur,
it would not be appropriate for the trial to
continue. However, it should be borne in mind
that the ODD definition can be written to allow
a level of flexibility in when an attribute is in or
out of scope by making use of interdependency
between attributes (described in Section 3.4.4).
For example, the ODD could specify no more
than light rain for operation in the vicinity of
other vehicles, but have an allowance for testing
in heavy rain where there are no other vehicles
nearby. This allows the capability of the system to
be explored whilst also ensuring the trial remains
within the specification that was considered
during the risk assessment. In contrast, if the
specified level of rain had not been flexible and
the performance in heavy rain tested through
a decision by the safety driver to allow the
system to operate outside its ODD based on
an on-the-spot judgement, stakeholders in the
risk assessment would not have had the chance
to consider the risks and possible mitigations,
meaning the safety case would be invalidated.

Safety Case Framework: The Guidance Edition for Creators / Zenzic

3.6 Test scenarios
Specification of test scenarios
is important for two reasons:

01
 o provide relevant stakeholders
T
with an understanding of what
scenarios will be undertaken in
the upcoming trial, which will aid
understanding of the potential
hazards within the operational
safety analysis (Section 4), and

02	
To provide stakeholders with data
on what testing has previously been
undertaken, which will be necessary
where such evidence is needed due
to the safety case being dependent
upon assurance of system safety

The former reason is applicable to all trials, but
will typically only require a high-level summary
sufficient to support the risk assessment and
method statement. The latter reason would
only be applicable to advanced trials that do
not have a safety driver present in the vehicle,
and would require a large volume of detailed
evidence.
A test scenario would typically comprise of:
•

ODD elements present (e.g. oncoming car,
pedestrian crossing road, rain)

•

behaviour of the vehicle under test (e.g.
required to enter roundabout and take
second exit)

•

pass criteria.

The safety case would typically also include test
cases that do not take the form of a scenario,
to confirm the correct operation of various
subsystems or components. For example, all
trials that rely upon safety driver overrides
would need test evidence to confirm that the
override mechanisms (e.g. emergency cut-out
button) work correctly, but aspects such as
scenery or environmental conditions would not
be a factor within these tests.

3.7 Summary of section 3

T

he safety case should include a definition of the ODD,
such that all relevant stakeholders understand what
surrounding features and characteristics are in scope
for the trial. This information is needed to facilitate further
safety analysis such as the risk assessment.
For the same reason, the behavioural competencies,
i.e. the functionality that the vehicle is able to provide,
should also be defined.
A scenario will combine a permutation that is possible
within the bounds of the ODD with a permutation
that is possible within the bounds of the behavioural
competencies. All scenarios planned for the trial should
therefore be consistent with the specified ODD and
behavioural competencies.
Where evidence of system safety is needed to support the
safety case (i.e. where a safety operator cannot be relied
upon to correct errors by the system), the test cases that
have been undertaken to verify the system safety should
provide coverage of the full range of ODD and behavioural
competencies that is possible.
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4.0
The operational
safety case

PRELIMINARY TRIALS

4.1	Operational risk
assessment
4.1.1	What to consider when
developing an operational
risk assessment
An operational risk assessment is an essential part
of an operational safety case, and therefore its
development should be thorough and robust. It
should cover the entire scope of the planned trials
and the risks associated with three main areas:

01

This section examines the steps needed
to ensure acceptable operational safety,
including how to perform an operational
risk assessment, how to assess the safety
and suitability of the trial route, how to
ensure safety operators are able to provide
an acceptable level of mitigation and how
to communicate safety procedures to
personnel via a method statement.
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The trial environment
(including the testbed and
any other users within it)

When developing an operational risk
assessment, operational Safety Case Creators
should consider drawing on existing best
practice, particularly in the transport and
automated vehicle sectors. At a high-level, BS
ISO 31000 (2018) Risk Management guidelines
and the Health and Safety Executive’s guidance
on reducing risks and protecting people (HSE,
2020) could be used. By following standard risk
management good practice, it is likely that the
requirements of all Safety Case Reviewers will
be fulfilled by one single approach.
Testbeds and road authorities may be able to
provide local knowledge or hazard logs to feed
into the operational risk assessment. These
may be available from the testbed manager,
site operator, landowner, transport operator
or local authority. However, despite potential
similarities, each individual trial, and therefore
each operational safety case, is unique.
Therefore, the operational risk assessment
must specifically apply to the operational risks
for that trial and not just cover generic, highlevel, or previously identified risks.

02

The safety driver
or operator

03

The vehicle/system

While a useful starting point or
prompt, the safety case must not rely
excessively on previous operational
risk assessments or generic templates,
and should ensure that suitable
consideration of clearly defined risks
for the trial is given by competent and
informed individuals.

Safety Case Framework: The Guidance Edition for Creators / Zenzic

4.1.2	Methodology and structure
BSI PAS 1881 requires the operational safety case to provide an
overview of the method used to identify and assess hazards, and
the method used to evaluate all operational risks that could arise for
each trial scenario. Potential operational risk assessment methods
used to achieve this could be qualitative or quantitative and should
be determined based on the availability of data to support any
assumptions. In the short to medium term, it is anticipated that
trialling organisations will not have sufficient data to support
quantitative risk assessments therefore qualitative assessments
should be used, based on expert judgement informed by available
data. Data relevant to the risk assessment should be collected and
incorporated into future risk assessments over time to help facilitate
quantitative assessments where required.

EXAMPLES AND TEMPLATES

The structure of an operational risk assessment should
include the following high-level headings:
•

Hazards or hazardous scenarios identified

•

Causes of those identified hazards

•

Stakeholders affected by those hazards*

•

Mitigations in place to control those hazards

•

The likelihood of those hazards being realised

•

The consequence severity of those hazards being
realised

•

The risk level based on an assessment of the
likelihood combined with consequence severity

*Includes other testbed users, testbed staff, road users,
members of the public and the emergency services.
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Likelihood could be categorised quantitatively
or, more commonly, qualitatively, describing how
likely or unlikely it could be for a hazard to be
realised during the duration of the trial being
assessed. Consequence severity is commonly
categorised qualitatively by the severity of
harm or injury to persons or damage to tangible
objects or infrastructure using terms such as low,
medium, high or minor or major harm or damage.
Once risk levels have been defined, these will
feed into tolerability of risk decisions, where
tolerability refers to a willingness to live with a
risk to secure certain benefits because it is a risk
that is being properly controlled. Application
of the ‘as low as reasonably practicable’
(ALARP) principle will ensure that all reasonably
practicable mitigations and measures to
manage the risks of an activity have been
implemented. ‘Reasonably practicable’
measures are those that can control the risk and
that are not grossly disproportionate to the time
and money needed to implement them.
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The top-level headings described for an
operational risk assessment listed in the template
on the previous page will provide creators with
a baseline and it is acknowledged that some of
the headings could vary in detail or sequence
depending on the rigour required for the risk
assessment. This guidance does not seek to
impose a single format, and therefore Safety
Case Reviewers have been asked to provide

flexibility with regards to accepting preexisting risk assessment templates that Safety
Case Creators may prefer to use. However,
the structure and headings used should still
be appropriate and understandable for the
operational Safety Case Reviewer or any other
stakeholders required to use or update the
operational risk assessment during the lifecycle
of the trial.

EXAMPLES AND TEMPLATES

Typical modifications to the template on the previous page would be to include separate
scoring of the likelihood, severity and risk both before and after mitigation has been
applied. The ‘before’ score would assess whether the mitigation is needed, and the
‘after’ score assess whether the mitigation is sufficient.
Another example of a modification to the template on the previous page would be
adding in a column for ‘controllability’ in addition to ‘severity’ and ‘likelihood’, to reflect
the ability of a safety driver to intervene. This variation allows the probability of the
hazardous scenario occurring (captured in the ‘likelihood’ score) and the probability of
the safety driver intervening successfully (‘controllability’) to be assessed separately,
which some Safety Case Creators may find more convenient than assessing both
probabilities within a single ‘likelihood’ score.
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4.1.3 Use of risk matrices
Determining the level of risk posed,
understanding risk tolerability and prioritising
risks and mitigations are key objectives within
any risk assessment. Risk matrices are a useful
tool for quickly defining risk levels by assessing
the likelihood of a risk being realised with the
consequence severity of that risk. Qualitative
or quantitative matrices can be used and,
like the risk assessment methodology, should

be determined based on the availability of
sufficient data to support any assumptions.
An example 5x5 qualitative risk matrix is
shown in Table 4.1, which has been adapted
from the guidelines outlined in BS ISO 31000
(2018). A 5x5 risk matrix is one of the most
common risk matrix formats, although a 3x3
method could be appropriate where there
are fewer, less complex risks posed by the
activity being assessed, such as trials using

controlled environments. There may be risk
matrix templates made available by testbeds,
but Safety Case Reviewers have been asked
to remain flexible with regards to format used
by Safety Case Creators, provided that the
one selected follows risk management good
practice. Regardless of the type of risk matrix
used, justification for its use should be provided
in the operational safety case.

EXAMPLES AND TEMPLATES

5 X 5 MATRIX

CONSEQUENCE SEVERITY
VERY LOW

LOW

MEDIUM

HIGH

VERY HIGH

LIKELIHOOD

Frequent
Highly likely
Likely
Unlikely
Improbable

Table 4.1: Example of a 5x5 qualitative risk matrix
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4.1.4	Hazardous scenarios
and mitigations
Sources of hazardous scenarios, such as the
base vehicle, ADS, safety operator, route,
infrastructure, and external dependencies, are
outlined in BSI PAS 1881 (2020). Operational
Safety Case Creators should also consider
utilising other relevant standards, legislation
and guidance, such as BSI PAS 1883 (2020)
and the Highway Code (2019), as prompts to
capture hazardous scenarios that could be
relevant to their trials.
Further consideration should be given to any
new or novel characteristics of the prototype
vehicles or technologies that could generate
unique hazardous scenarios, depending upon
the trial environment. This could include unique
vehicle appearance (in terms of shape, size
or features), distinctive signals, or different
ways in which the vehicle behaves and can be
manoeuvred.
Identification of hazardous scenarios should
include interactions with third parties and all
types of foreseeable road users in the given
trial environment. In circumstances where trials
are undertaken on public roads, Safety Case
Creators should provide particular focus on
interactions with vulnerable road users, defined
by Rule 204 of the Highway Code (2019) as
pedestrians, cyclists, motorcyclists and horse
riders. Additionally, Rule 204 states awareness
should be given to children, older and disabled
people and learner and novice drivers and riders
who could be considered to be vulnerable.
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EXAMPLES AND TEMPLATES

Key hazards to consider when trialling in public road environments where vulnerable road users
of various types could be present include, but are not limited to, the following examples:

Collision with cyclist
caused by:

Collision with
pedestrian caused by:
•

pedestrian stepping into the road
(distraction, failing to look, inaudible or
inconspicuous trial or test vehicle)

•

pedestrian testing the response of the trial
vehicle

•

trial vehicle diverges from intended path

•

unexpected acceleration of trial or test
vehicle.

•

cyclist close following the trial or test vehicle

•

cyclist testing the response of the trial
vehicle

•

cyclist unexpectedly swerving or changing
direction

•

trial vehicle unable to stop

•

obscured or inconspicuous cyclist.

Collision with horse and or
horse rider caused by:

Collision with
motorcyclist caused by:
•

motorcyclist close following the trial or test
vehicle

•

trial vehicle speeding on approach to the
horse rider or when overtaking

•

motorcyclist weaving through traffic

•

unexpected horse or animal behaviour

•

obscured or inconspicuous motorcyclist.

•

obscured or inconspicuous horse or horse
rider.

Safety Case Framework: The Guidance Edition for Creators / Zenzic

Further to Rules 219 to 225 of the Highway
Code (2019), interactions with other vehicles,
such as heavy goods vehicles (HGVs), light
goods vehicles (LGVs), buses, coaches, recovery
vehicles and emergency and incident support
vehicles, could also introduce hazardous
scenarios.

EXAMPLES AND TEMPLATES

Some of hazards resulting from other vehicle types

The causes and consequences of the identified
hazardous scenarios should be used to identify
suitable mitigations.
Examples of such mitigations include producing
operational guidance for the appropriate
personnel (e.g. safety driver or test engineer),
introducing operational controls (such as the
safety driver resuming manual control preemptively) or refining the operational design
domain (ODD). Table 4.2 provides an example
of how two hazards within a risk assessment
could be logged, risk assessed and mitigated.

Collision with HGV or
LGV caused by:
•

•

trial vehicle or safety driver or operator
misjudges the turning circle and size of the
HGV or LGV, relative to the road space
available
trial vehicle closely following an HGV or
LGV, obscuring the road, road features and
hazards ahead.

Collision with emergency
or incident support vehicle
caused by:
•

stopping or pulling the trial or test vehicle
over in a hazardous location

•

safety driver or operator failing to observe
or anticipate an approaching emergency or
incident support vehicle.

Collision with bus or
coach caused by:
•

trial vehicle closely following a bus or coach

•

trial vehicle or safety operator failing to
allow the bus or coach to pull away from
stops.
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EXAMPLES AND TEMPLATES

HAZARDOUS
SCENARIO

CAUSES

PARTIES AFFECTED

MITIGATIONS

LIKELIHOOD

SEVERITY

RISK LEVEL

Collision with
pedestrian

Pedestrian stepping into the road

Pedestrians

Unlikely

High

High

Pedestrian testing the trial or test
vehicle

Safety driver

Conspicuous and audible test or
trial vehicle

Unlikely

High

High

Trial or test vehicle diverges from
intended path

Test assistant
Members of the public

Cyclist close following the trial or
test vehicle
Cyclist testing the trial or test
vehicle
Cyclist unexpectedly swerving or
changing direction
Trial or test vehicle unable to stop
Obscured or inconspicuous cyclist

Fully tested ADS and object
detection capability
Public awareness campaign to
make members of the public aware
of the tests or trials

Unexpected acceleration of trial or
test vehicle

Collision with
cyclist

Fully trained safety driver

Cyclists
Safety driver
Test assistant
Members of the public

Conspicuous and audible test or
trial vehicle
Fully trained safety driver
Fully tested ADS and object
detection capability
Public awareness campaign to
make members of the public aware
of the tests or trials

Table 4.2: Example of how hazards within a risk assessment could be logged, prioritised and mitigated
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4.1.5 Input from stakeholders
Input from stakeholders during the
development of the operational risk
assessment is key to ensuring that all local
knowledge and foreseeable hazards are
documented and evaluated. Engagement
with stakeholders will also help ensure that
the proposed trial activities are feasible, and
to confirm that the proposed activities will
not introduce any unforeseen or intolerable
hazards. Additionally, the engagement will
provide stakeholders with an understanding of
what (if anything) they need to do or not do,
be aware of, or inform the trial organisation of
during the trial period. Stakeholders may also
be required to review and accept operational
risk assessments, and hence their involvement
in the development of the operational risk
assessment will aid the review process.

4.1.6	Monitoring, reporting and
continuous improvement
As is the case for any risk management
process, the documents that make up
the operational safety case, including the
operational risk assessment, should remain
as live documents and should therefore
be reviewed and updated as required.
This could be according to a regular
review cadence or in response
to a specific change or event.
Guidance on how to
implement a suitable
process for this can be
found in Section 7.

Further information on who might be a
stakeholder and what form on contact should
take place can be found in Section 7.3.
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PRELIMINARY TRIALS

4.2 Operational guidance

•

Method statement

•

Abort policy or procedure

4.2.1	Relationship between
operational guidance and
operational risk assessment

•

Safe operation of the ADS on the given
route(s)

•

Safety driver or operator policies

The operational risk assessment will inform
what should be included in operational
guidance in terms of control measures
and mitigations. Operational measures
should therefore align with the proposed
measures identified through the risk
assessment process. Specifically, the
causes and consequences of the hazardous
scenarios identified in the operational risk
assessment should be used to identify
suitable mitigations. This could include
producing tailored operational guidance that
is proportionate to the environment, safety
operator, vehicle and activity.

•

Vehicle storage and security

•

Vehicle maintenance, inspection and
cleaning procedures

•

Vehicle fuelling and charging

•

Vehicle recovery plan

•

Incident reporting policy or procedure

•

Emergency response plan and crisis
communication plan

4.2.2	Types of operational guidance
to consider
As described in Section 2.1, operational
guidance will differ between trials depending
on the environment, safety driver or operator
and vehicle/system. In terms of the types of
guidance to consider, BS PAS 1881 (2020)
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describes a comprehensive list which has been
summarised below:

However, the following essential operational
guidance should be provided for all safety cases
and in all testbed environments:
•

Method statement

•

Emergency response plan and crisis
communication plan

•

Incident reporting procedure

Note that in some cases testbeds will provide the
latter two documents. If this is the case, it may
not be necessary for trialling organisations to
produce their own versions, although they may
choose to in order to instigate additional policies
and procedures that are supplementary to those
of the testbed. Each of these documents are
covered in more detail n the following sections.
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4.2.2.1 Method statement
A method statement is a document that sets
out the sequence of tasks being undertaken
for the trial activities and how they are being
carried out in a safe manner. This includes the
roles and responsibilities of the trial team, an
overview of the key risks and mitigations and
reference to appropriate operational guidance
documents. Other information, such as an
outline of the planned trial schedule and aims
and objectives of the trial activities, may also
be described in the method statement.

Method statements are a valuable support
to safe trialling because they describe and
collate the important information for a trial in
one document, in a format that is accessible
for all staff to engage with. This negates the
requirement for all trial staff to have to read,
comprehend and recall an entire operational
safety case, which would be disproportionate
for many trials.
The method statement should be shared with
all trial personnel and all relevant stakeholders
that have a safety-related role within the trials,

or within the wider project. It is likely to be
required in order to trial at any testbed within
the CAM Testbed UK network, and would also
be good practice for any testing taking place
elsewhere. Testbeds may have existing method
statement templates that can be provided to
operational Safety Case Creators, although
there is no obligation to follow a standardised
format. An example of a suitable high-level
structure is provided in Table 4.3.

EXAMPLES AND TEMPLATES

EXAMPLE SECTION HEADINGS

EXAMPLE SECTION CONTENT

Aims and objectives of the test or trial

Overview of test or trial aims and objectives

Sequence of tasks being undertaken

Description of what is being undertaken, when, and by whom
Description of how the tasks are being carried out in a safe manner and the
associated roles and responsibilities of the test or trial team

Overview of key risks and mitigations

Outline of the key risks and mitigations for the test or trial
Reference to relevant operational guidance documents, including incident reporting

Route and test or trial schedule

Overview of the route being used
Outline of the operating dates and times, including breaks

Key points of contact

Key points of contact for the lead test or trial organisation and any other relevant
parties involved in the activities

Table 4.3: Example of what content could be included within a method statement
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4.2.2.2	 Contingency planning: emergency
response plan and crisis
communications plan
Contingency plans should be in place for all trial
activities, regardless of the type of environment
used. Specifically, an emergency response
plan and accompanying crisis communications
plan should be in place to ensure responses

to incidents and emergencies are dealt with
in an efficient and effective way and are
appropriately communicated. These documents
should define the actions required and roles and
responsibilities of the trials team in the event
of a serious incident, to protect against further
harm to individuals, financial loss or reputational
damage. Where applicable, consideration should

be given to the needs of affected stakeholders,
e.g. emergency services, landowners.
Where testbeds have pre-existing emergency
response and crisis communications plans,
operational Safety Case Creators should
liaise with them to ensure compliance, and
ensure all documentation within the safety
case is consistent with these plans. Bespoke
contingency plans may be required for trials in
other environments; this is described in further
detail in BS PAS 1881 (2020). The emergency
response plan and crisis communications plan
could be contained in separate documents, or
could be combined into a single document that
covers the scope of both.

4.2.2.3		Incident reporting procedure
The procedure for reporting and analysis of
incidents should be described in an incident
reporting procedure and the operational
safety case. This should also be replicated,
or referenced, in the emergency response
plan. Further guidance on incident reporting
procedures can be found in Section 7.2.2.2.
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4.3	Route selection
and assessment
4.3.1	Guidance on route
selection criteria
The route selected for trials should be
appropriate for the capabilities of the
vehicle and the ADS, the trial scenarios,
and also the ODD where this has already
been defined. Where the trial scenario
pushes the boundaries of the defined ODD,
additional consideration should be given to
the level of control over the trial environment,
the space available around the vehicle (to
ensure there is sufficient room to allow the
safety operator to react before a collision
occurs), the capability of the ADS and
whether new hazards could arise or existing
ones become intolerable.
Route selection criteria will vary depending
on these factors and upon the complexity
and controllability of the trial environment.
Testbeds may be able to assist by providing
trialling organisations with information on
what to expect on the routes available, and
therefore the ODDs they support, to aid their
route selection and ODD definition where
applicable. The following information should
be considered as minimum criteria

when selecting a route in all types of
trial environment:
•

Controllability of the environment (for
example, is exclusive use of the facility
available?)

•

Space available (length and width) relative
to the vehicle type, size and capabilities and
ACS capabilities

•

Carriageway type

•

Posted speed limit

•

Presence of road signs or markings

•

Hazardous (or potentially hazardous) track
or road features

•

Presence and types of track or road features
(e.g. junctions, roundabouts, slip roads) and
any collision ‘hot-spots’

•

Track or road geometry and topography

•

Track or road surface condition

•

Direction of travel or traffic

In addition to the criteria above, when
selecting a trial route in a public or private
road environment, trialling organisations
should consider road user compositions
and characteristics, and also the traffic
flow. Where any of the listed information is
unavailable at the point of route selection,
it should be obtained during the subsequent
route assessment. Trialling organisations
should check and validate the information
provided to them.

Other areas for consideration, such as the land
use adjacent to the trial environment, presence
of high-risk areas (e.g. a school or hospital),
presence of vehicle fuelling and storage
facilities and any access or use permits for
the environment, should be reviewed when
selecting a route. Where ODD boundaries
are being challenged, some route selection
criteria may carry greater importance, e.g.
the requirement for additional controllability
of the environment or further space available
relative to the vehicle.
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4.3.2	Guidance on route
assessment methodology
A staged approach to route assessment
should be carried out that is commensurate
with the objectives of the trial scenarios and
the ODD. The approach will vary depending
upon the controllability of the environment,
the maturity of the ADS and the presence
of higher risk locations that could require
additional safety assurance.
The first stage of the route assessment for
any trial environment may include a desktop
assessment of the route using the latest satellite
imagery, a means to view map locations such as
Google Streetview, or illustrative video footage
available from the testbed. This is to provide the
trialling organisation and operational Safety
Case Creator with initial data on the route that
mirrors the minimum criteria outlined for all
types of trial environment in Section 4.3.1.
Following a desktop assessment, an on-site
assessment, either via drive-through or walkthrough, should be carried out to validate the
findings from the desktop assessment. Both
desktop and on-site assessments should be
carried out in the direction of travel being
used in the trial, although bi-directional
assessment should be considered on public road
environments, particularly where higher risk
locations have been identified.
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In addition to the minimum criteria outlined for
all types of trial environment in Section 4.3.1,
several additional factors should be considered
when assessing a trial route including:

•

Alignment of the route with the
defined ODD

•

Presence of static and dynamic
hazards

•

Presence of any triggering events

Static hazards could be considered to be hazards
that are permanently stationery, such as street
furniture including bus stops, bridge abutments
or zebra crossings. Dynamic hazards could be
considered to be hazards that have the ability
to move, such as an animal or a refuse collection
vehicle - a parked car should be considered
dynamic as there is a possibility for it to move at
any given time. Triggering events are events that
can trigger potentially hazardous behaviour; for
example, inconspicuous road markings or road
signs that could lead to illegal or poor road user
behaviour or a collision.
The route assessment methodology and
findings should be documented in the
operational safety case to provide assurance
that the selected route is compatible with
the vehicle, the trial scenarios and the ODD.
Similarly, the route-specific mitigations and
control measures used should be documented.

4.3.3	Relationship with the
ODD definition
Route selection and assessment should be
used to either help define an ODD for a trial
or to help validate a pre-defined ODD. As
discussed in Sections 4.3.1 and 4.3.2, the route
selection and assessment methodology for
trials should also be appropriate for the ODD.
Therefore, regardless of the trial environment,
potential route hazards should be identified
and understood relative to the ODD and the
trial objectives. As described in Section 3.4,
route hazards could originate from ‘scenery’,
‘environmental conditions’ or ‘dynamic
elements’.

4.3.4	Relationship with the
operational risk assessment
Route assessments will inform what needs to
be considered in operational guidance in terms
of control measures and mitigations. However,
the route selection, and route assessment
in particular, should also be used to feed
identified hazardous scenarios and potential
control measures into the operational risk
assessment. As a result, operational controls
should correspond with the proposed measures
identified through the risk assessment process.
In particular, the causes and consequences
of the hazardous scenarios identified in the
operational risk assessment should be used to
identify route-specific mitigations.
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This could include producing tailored
operational guidance that places control
measures on how to interact with specific road
users and road features, as well as identifying
places of relative safety in the event of a
breakdown or pause in tests. Furthermore,
controls may be required to ensure that trials
on the chosen route remain within the defined
ODD. This could include monitoring weather
or environmental conditions and initiating a
suspension of trial activities where required.

4.3.5	Guidance on performance
monitoring
Safety Case Creators should provide evidence
of the performance monitoring being carried
out during trials. Performance monitoring could
involve monitoring the performance of the ADS,
safety operator or dynamic hazards along the
trial route. In particular, methods to monitor
the safety operator performance, such as a
trial engineer sat alongside them ensuring they
are acting appropriately and do not appear to
be drowsy, may help with justifying the ability
to rely upon the safety driver to intervene safely
at all times.
Evidence provided should be described in the
operational safety case and operational risk
assessment with reference to any applicable
operational guidance or monitoring plans.
Requirements will likely be more detailed for
performance monitoring during remotely
operated trials, particularly concerning safety
operator performance.

4.4	Safe operation and control
4.4.1	Relationship with the
defined ODD
The safety driver or remote operator must
have a very high level of familiarity and
understanding of the ODD, to ensure that
they understand when the vehicle may exceed
the ODD and can intervene promptly and
safely to manage the situation. It is important
to note that an ODD is specific to a system,
environment and trial scenario, and therefore a
safety driver or operator must be familiar with
all ODDs they may be operating under, and
which one applies during any given test session.

4.4.2	Level of control and minimal
risk condition
The safety case should include documentation
of how to achieve the minimal risk condition
(MRC) within the trial. The MRC is defined as
a stable condition to which a human driver or
ADS brings a vehicle in order to minimise the
risk of an undesired event. This may involve
the ADS stopping the vehicle in the safest
location available (avoiding stopping in a live
lane if possible). There is some discrepancy
within literature as to whether a non-stopped
condition that minimises risk (such as a safety
driver assuming control but keeping the vehicle
in motion) is classed as an MRC; for example,

BSI PAS 1881 (2020) does not restrict the
MRM definition to ‘stopped’, whereas the BSI
CAV Vocabulary (2020) does. Regardless of
terminology, however, alternative options to
achieving minimal risk, such as the system
continuing in a ‘safe mode’ with reduced
functionality or handover to manual control,
should be considered and documented in the
safety case.
As such, the definition of what constitutes an
MRC should be particular to each trial and
safety case. Optionally, there may be multiple
MRCs defined for selection according to the
prevailing situation. If a safety operator is in
any way responsible for initiating or monitoring
transition to an MRC, a process should be in
place to ensure they are aware of all defined
MRCs, how they are to be achieved, and under
what circumstances. Where achieving an MRC
requires a manoeuvre to be performed, that
manoeuvre is referred to as the minimal risk
manoeuvre (MRM).
The level of control, and therefore the level
of evidence required, may vary considerably
depending on the vehicle and system under
test. For example, the interfaces used to control
a pod may be fewer and more basic than for
a conventional vehicle. The ability of the ADS
to perform an MRM autonomously without
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driver input, in a safe and reliable manner, will
depend upon the complexity and maturity of
the technologies used (such as the sensors and
the method of pathfinding).
Evidence should be provided to demonstrate a
safe level of control to allow accomplishment
of the MRC(s) and any required MRM(s), or
alternatively suitable mitigation should be
documented for any lack of control. The
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selection of a suitable MRC will depend on the
ODD and upon the triggering circumstances
that make it necessary; for example on a highspeed road, pulling the vehicle over in a place
of relative safety would be safer and more
favourable than an e-stop that leaves the
vehicle stationary in a live lane. The appropriate
evidence will vary for different vehicles, use
cases and trials, but it is recommended that the
following is included as a minimum:

•

Minimal risk condition – he different
mechanisms to achieve this, with evidence
that it can be achieved in sufficient time to
ensure that safety is maintained

•

Safety driver or operator human factors –
monitoring requirements and mitigations
for safety drivers or operators; for example,
ensuring the driver or operator has a
suitable view of the vehicle to maintain
situational awareness

•

Communications links – the resilience and
latency of the methods used and ways of
maintaining these links, or using safe and
suitable alternatives where relevant. This
latter consideration is only applicable where
there is a remote operator and hence the
communications link is safety critical.
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4.4.3	Role of safety drivers
and operators
Typically, the safety driver or operator is
responsible for maintaining safe control of the
vehicle throughout trials. Fully-driverless trials
can be undertaken upon CAM Testbed UK, but
due to the level of assurance that would be
required to operate a trial, especially in semi/
uncontrolled environments, it is likely that the
majority of trials in the near future will be
conducted with a safety driver.
The safety driver or operator is required to have
knowledge and competency sufficient to:

•

understand and safely operate
the ADS

•

be aware of the specific vehicle
capabilities and limitations

•

understand the defined trial ODD,
scenarios and objectives

•

understand likely failure modes and
how to mitigate them

•

understand and comply with the
applicable operational guidance

•

understand the conditions that
require the trial to be aborted and
the procedures to follow in the event
of a hazard or undesired event.

A member of the trial team should also
be responsible for regularly checking all
the control systems and driver or operator
interfaces, and an indicative process for doing
this should be outlined. This role could be
assigned to the safety operator, but where
there is concern that this could increase risk
by distracting their attention, assignment of
this task to another individual who is able to
communicate directly with the safety driver
should be considered as an alternative.
In addition, a plan for managing and
mitigating against operator fatigue and
distraction should be included. This could
include maximum operating hours, regular
breaks, a driver fatigue monitoring system,
requiring another member of the test team to
observe operator attention levels, and giving
the operator the discretion to stop at any time
if they do not feel safe to continue.
The safety case should provide an outline of
what a safety operator needs to be capable
of for the given trial, and provide evidence
to demonstrate that this can be achieved.
This may include simulator or test track
demonstrations where written evidence on
its own is not enough, and will require steps
to eliminate or mitigate the risk where it
cannot be shown that the safety operator can
intervene successfully.

EXAMPLES AND TEMPLATES

If a section of public road is so
narrow that data assessing driver
interventions via fault-injection testing
on a proving ground suggests that
the safety driver would not always
be able to correct a steering error
before the vehicle enters the path of
oncoming traffic, the safety driver
cannot be relied upon as a protection
mechanism in that particular vehicle
upon that particular stretch of road.
Further mitigation would therefore be
needed, such as removing the narrow
section of road from the trial route, a
safety driver taking manual control for
that portion of the trial, or controlling
the route such that oncoming vehicles
will not be encountered.

53

Safety Case Framework: The Guidance Edition for Creators / Zenzic

PRELIMINARY TRIALS

4.4.4	Guidance on safety driver
or operator training
Evidence should be provided regarding the
level of training given and how it will mitigate
against any undesired events in relation to the
proposed activities. Training should include
maintaining control of the vehicle safely
within and beyond the ODD, and the standard
operating criteria for the vehicle.
Safety driver training should cover two main
areas:

1. ‘General’ driving including familiarity
with the relevant road traffic
legislation and good driving practice,
as described by the Highway Code
(2019). This should also include
development of skills in basic vehicle
control and advanced driving skills such
as maintaining control of the vehicle at
the edge of its performance envelope.
2. ‘Specific’ driving related to the
automated functionality of the trial
vehicle, how it is designed to behave
and operate, alerts and warnings,
how to take control or manage a
handover of control situation and
any specific detail concerning the
trial or route being used.
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In many cases, trialling organisations will
have their own in-house training to cover
‘general’ driving, and suitable courses are
available commercially. However, ‘specific’
training would need to be provided as part of
the safety processes for each particular trial.
Specific training may include knowledge of the
operational guidance, hazards and mitigations,
defined ODD, handover points and any safety

protocols (e.g. vehicle checks at the start and
end of a trial day).
Ultimately, the evidence required to ensure
adequate safety operator training has been
carried out will vary depending on the level of
control, the vehicle and trial environment. Safety
Case Creators should use this guidance to make
informed decisions as to whether the standard
of training followed is appropriate.
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4.4.5 Remote safety operators
Remote safety operators should be trained to
at least the same level required for in-vehicle
safety drivers with additional focus on the
following areas:
•

How safe control of the vehicle is always
maintained in the trial environment through
the ability of the safety operator to make
control inputs (e.g. via a games controller,
joystick, or remote steering wheel and
pedals)

•

How the safety operator is alerted that
action is required

•

How network and communication links are
made robust, how they are monitored and
what the fail-safes in place

•

How the behaviour of the vehicle will be
monitored remotely, with full visibility of the
vehicle and surroundings provided such that
situational awareness can be maintained.

Furthermore, many of the areas covered
elsewhere in this guidance would need far
more detailed consideration in order to
provide evidence that safe control can still
be provided by the safety operator or to
provide mitigation for the lack of ability to
provide that safe control. For example, far
more robust demonstration of the ability to
perform a suitable MRM would be required
relative to trials with a manual driver within a
vehicle. The ability to maintain safe control of
the vehicle should be demonstrated through
extensive safety testing, and potentially
through demonstrations to testbeds or other
stakeholders. An overview of the human
machine interface (HMI) or user interface
display and warnings should be described and
be understandable to both the operator and
other stakeholders.

4.5 Summary of section 4

T

he safety case should include an operational risk
assessment that allows hazards and their mitigations
to be logged and prioritised. This will be a key
component of all safety cases.
The safety case should also include operational guidance
such as a method statement and emergency response
plan; such documents help convey safe working practices
identified by the risk assessment to the relevant personnel
in a clear and concise manner.
The trial route should be assessed to identify hazards and
ensure compatibility with the ODD of the vehicle.
The safety case should include processes for ensuring
safety operators are able to intervene safely. This includes
training in general driving skills such as understanding
the relevant rules and having suitable car control skills,
and also specific training to ensure familiarity with the
characteristics of the vehicle and trial.
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5.0
The system
safety case

5.1	The need for system
safety assurance

T

he assurance of system safety requires
a body of test evidence to be collected in
order to demonstrate that the likelihood
of the system making a safety-critical error
is sufficiently low for this residual risk to be
acceptable. Because of the complexity of both
the systems themselves and the environments
in which they operate, this body of test evidence
would need to be extremely large in order to
provide coverage of the range of permutations
that the vehicle could be exposed to. It is for
this reason that many automated vehicle trials
rely upon operational safety measures (such
as a safety driver) to provide a protection
mechanism such that system safety of the ADS
performance does not need to be proven.

This section examines what evidence
of system safety may be required
within a trial safety case. Guidance
is provided on suitable methods to
analyse the safety of systems, how
to select appropriate test scenarios
and how simulation can be used to
provide safety evidence.
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Where the overall safety case relies upon
operational safety measures and therefore
does not require the performance of the ADS
to be verified, the only system safety needing
to be evidenced would be the safe and reliable
operation of any overrides required as part
of the operational safety case. In particular,
any driver overrides (e.g. emergency cut-out
button to disable the ADS so the vehicle returns
to manual driving mode or an emergency
stop button to cause a low-speed vehicle to
perform an emergency stop) would need to be
robustly assured. Such verification would not
require ‘scenario-based testing’, as introduced
in Section 5.2, and could be achieved using
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traditional systems engineering techniques
such as:
•

•

analysis methods such as an FMEA (Failure
Modes and Effects Analysis) to confirm
that the design is suitable for providing the
functionality safely and robustly
physical testing of the override to ensure
that it is safe, reliable, fast and ergonomic.

Where remote operation is used as a safety
backup, the level of detail needed within this
system safety analysis would be greater, as the
robustness of a remote communication system
would be more complex to assure. Nonetheless,
this could still be achieved with standard
good practice for systems engineering, safety
engineering and cyber security.
However, where it is necessary to ensure that
the ADS performance itself is safe due to the
safety operator having limited or no ability
to intervene sufficiently, an extensive process
will be required to generate an extensive set
of test scenarios. These scenarios would need
to provide acceptable assurance that the
vehicle will perform safely in any situation that
is reasonably foreseeable within the ODD,
including rare permutations (‘edge cases’). This
would therefore require a test programme of
a similar magnitude as that which would be
required prior to the deployment of commercially
available production automated vehicles.
Sections 5.2 to 5.4 provide a summary of the key
considerations for assuring system safety for
such trials; for further information, readers may
find UL 4600 (2020), SaFAD (2019) and RAND
(2020) informative.

ADVANCED TRIALS

5.2 Scenario-based testing
Scenarios generation can be classified into
two categories:
•

Data based scenario generation: This
involves analysing road collisions databases
such as STATS19 (DfT, 2021) and insurance
claim records to identify parameters that
contribute disproportionately to accidents.
Additionally, such an analysis can provide
insights into road collision hotspots which
can then influence route selection for a trial.

•

Knowledge based scenario generation: This
involves analysis of the system architecture
to identify potential failure modes and
hazards, using established safety analysis
methodologies such as STPA (Systems
Theoretic Process Analysis), FMEA, FTA
(Fault Tree Analysis) or HAZOP (Hazard and
Operability Study).

Trialling organisations may follow either (or both)
of these approaches for creating test scenarios.
However, it is essential to ensure that the test
scenarios are representative of the ODD for the
trial. For example, for a trial involving a low-speed
shuttle in city centre, the test scenarios used for
testing of the ADS should include pedestrians
and other vulnerable road users that the ADS
may encounter during the trials.

ISO/PAS 21448 (2019) describes methodologies
for assuring ‘Safety of the Intended Function’
(SOTIF) for Advanced Driver Assistance Systems
(ADAS) within road vehicle. Whereas functional
safety is concerned with ensuring the system is
suitably robust against hazards caused by system
faults, SOTIF is concerned with ensuring that
the design of the system is inherently safe when
operating without faults. Although the standard
is not targeted at higher levels of automation,
trialling organisations may find it to be a useful
reference, particularly with respect to using testing
to uncover scenario permutations that can act
as triggering events for hazardous behaviour. It
divides scenarios into the following four ‘areas’:

01
Known safe scenarios

02
Known unsafe scenarios

03
Unknown unsafe scenarios

04
Unknown safe scenarios
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The aim of the process is twofold: to uncover
previously unknown hazards such that they
move from area 3 to area 2, and to perform
engineering development to move the area 2
scenarios (known to be unsafe) into area 1 (i.e.
to update the vehicle such that the scenarios
become safe).
When testing is done according to a scenario
database, however, the ‘unknown’ areas (3 and
4) each have two further subcategories beyond
those defined in ISO/PAS 21448 (2019):

a.	
Untested on vehicle but
captured within database
b.	
Untested on vehicle and not
captured in database

The first subcategory contains scenarios that
have not yet been discovered to be hazardous
for the ADS, but will be discovered to be in
due time as the test programme proceeds.
However, the second subcategory is more
difficult to address, as scenario-based
testing will only expose the ADS to scenario
permutations that are already known to be
possible within that ODD, leaving the possibility
of flaws in the ADS remaining uncovered due
to gaps in the database. This highlights the
importance of a comprehensive database when
applying scenario-based testing.
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EXAMPLES AND TEMPLATES

If an ADS is unable to perform
safely within a scenario such as a
left turn into a side road in an urban
environment where it needs to react
to a pedestrian crossing that side
road (which could be caused by a
limitation to a sensor field of view), but
the vehicle has not yet been tested in
that scenario, the flaw lies in area 3
as it is unsafe but remains unknown.
However, until it has been tested, the
ADS developer has no way of knowing
whether the vehicle behaviour sits in
area 3 or 4 (unsafe or safe).
If the scenario is included within
the scenario database and the test
programme (i.e. it falls within area
3a), the flaw will be uncovered, moving
it into area 2. The developer could
then perform further engineering
development to make it safe such that
it falls within area 1. Alternatively, the
flaw could be allowed to remain, and
further mitigations be put in place

to compensate, such as a marshal
preventing people crossing the road
at that point in the trial route. If the
occurrence of the ‘triggering conditions’
for this flaw are acceptably rare (for
example, if it only happens when there
is snow on the ground, rain falling,
the sun causing lens glare and the
pedestrian is in fancy dress), it could
even be justified to accept the residual
risk without further mitigation or
engineering development, although it
would need to be shown to be ALARP.
However, if the permutation had
not previously been considered, and
was not in the test plan or scenario
database (i.e. it falls within area 3b),
the flaw would remain uncovered,
leaving the potential of a hazardous
event happening at any point in the
future when the ADS happens to come
across such a scenario.

Achieving maximum scenario coverage could be
supported by the use of a centralised repository
or database that is accessible to all developers;
this would allow best practice to be shared and
for lessons to be learnt from past incidents,
whilst also minimising duplication of effort
between organisations. To support this aim, a
‘National Scenario Database’ is being developed,
where relevant scenarios can be searched based
on ODD attributes and behaviour attributes.
Additionally, in order to enable sharing of test
scenarios between various stakeholders, a
common test scenario description language is
needed; various international efforts are being
undertaken for this, such as OpenScenario
2.0 (ASAM, 2021). It is recommended that
trialling organisations utilise a natural
language description of the scenarios to enable
discussions with local authorities and Safety
Case Reviewers.
Depending on the chosen route for the trial, the
ODD definition may have some special features
which are unique to that route (e.g. on the day of
the trial it, might be refuse collection day where
the roads are lined by bins). These features would
need to be included into the scenario-based
testing approach to ensure that the generated
scenarios not only capture these unique features,
but also that the test programme is able to test
the ADS against these unique features.
Until ADS performance has been successfully
verified in the full range of scenario permutations
applicable to the ODD, operational measures to
mitigate risk, such as the presence of a safety
driver, should not be removed.
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5.3	System safety analysis

V

arious standards such as ISO 26262 (2018), ISO/TR 4804 (2020)
and SAE J3187 (SAE, 2018b) have provided guidance on the
application of methods such as FTA, FMEA, HAZOP and STPA
as part of the system safety process. Each hazard identification
method has advantages and disadvantages, and therefore the
selection of an appropriate methodology, with justification, should be
documented within the safety case. Depending on the complexity of
the trial (including complexity of ODD and level of control in the trial), a
combination of these methods may be used.

EXAMPLES AND TEMPLATES

Where a trial involves a safety driver within the vehicle on a
closed test track, it may be preferable to adopt a high-level
analysis for component level failures (typically an FMEA) with
the trained safety driver tasked with responding to any unsafe
emergent behaviour. On the other hand, for a trial in an urban
city centre with vulnerable road users present, it is important
to undertake a detailed hazard identification process and it
may therefore be determined to be appropriate to apply more
than one analysis method, taking advantage of the differing
strengths and weaknesses to reduce the likelihood of hazards
not being uncovered or being improperly understood. This may,
for example, consist of performing an FMEA combined with
either FTA, HAZOP or STPA.
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Trialling organisations should consider what
constitutes demonstrating an acceptable level
of system safety, bearing in mind that there is
currently no industry standard or consensus,
and document the resulting acceptance criteria.
This should include:
•

the target for how well the scenarios should
cover the ODD (i.e. coverage analysis)

•

the success criteria for what constitutes a
pass in each individual test scenario

•

the success criteria for the overall level of
performance achieved by the system across
all the scenarios.
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5.4	Using simulation for
evidence generation

S

imulation allows a developer the flexibility
to test a diverse set of scenarios,
especially safety-critical scenarios
which may be unsafe for performing upon
public roads. Moreover, simulation is relatively
efficient with regard to cost and time in
comparison to physical testing. However, as
per the functional safety processes defined
within ISO 26262 (2018), tools which are used
for system development and safety evidence
generation should be ‘qualified’, i.e. tested
to validate that they perform as intended.
Using simulation for testing an ADS therefore
requires the developer to ensure that the
simulation is representative of the real-world.
While the industry has yet to reach a consensus
upon the methods and metrics to be used for
validating the accuracy of results generated
by simulation software, trialling organisations
using simulation-based evidence to support
a system safety case should undertake some
correlation testing between their simulation
environment and real world testing to establish
representative behaviour of the ADS.

The rigour of this correlation testing should
be dependent on the complexity of trials.
For example, a trial with a safety operator
on a proving ground may need limited (if any)
correlation testing, whereas more complex trials
may need to provide evidence for any of the
simulation results. Similarly, if the bulk of the
evidence of system safety is being generated
through physical testing rather than simulation,
it may be deemed disproportionate to do an
in-depth correlation study for a relatively small
proportion of test cases.
Validation of simulation testing should include an
analysis of the accuracy in the following areas:

a.

 ensor models (the characteristics
S
of the sensor models should
match the real sensors, e.g. image
distortion from camera lens, noise
within radar sensor circuitry)

b.

 ehicle models (the vehicle
V
dynamics and the actuator
responses should be realistic)

Models would typically be evaluated by running
identical (or as similar as possible) test cases in
simulation and in the real world. This allows an
assessment to be made of the correlation of
the results; if the results are similar in the two
environments, this suggests good correlation.
Such correlation test cases would need to be
performed in a range of scenario permutations,
sampling a range of possibilities within the
ODD, as good correlation in one type of test
does not guarantee good correlation in another
(e.g. realistic behaviour in dry weather does not
guarantee realistic behaviour in rain). Models
could be validated by testing the entire ADS or
by testing an individual element – for example,
by injecting a particular control request to the
actuators to check that the resulting vehicle
path correlates between simulation and
physical testing, such that sensor models or
ADS path planning are not factors that can
affect the results.

c.	
World/environment models (the
surroundings and the weather
conditions should be replicated
accurately)
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Simulation-based approaches may involve one
or a combination of:
•

•
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Model-in-the-Loop (MiL): testing is
performed using an early model of the
system, e.g. using software such as Matlab
Simulink, prior to development of the ADS
software in a language such as C++ or
Java. This form of testing would typically
only be used to provide an early feedback
cycle to validate requirements and inform
engineering development, as the model will
not be fully representative of the resulting
software and therefore testing will not
uncover all flaws present in the final system.
Software-in-the-Loop (SiL): uses software
code developed for the ADS, but running
on a surrogate system (such as a desktop
computer) as opposed to the hardware that
it will run on within the ADS. This form of
testing allows the code to be validated, but
would fail to uncover issues due to hardware
faults or interactions between the hardware
and software (e.g. differing processing
speeds causing different test results).

•

Hardware-in-the-Loop (HiL): both the
hardware and software of the ADS are
used, meaning that all characteristics of
the system will be fully representative.
The only source of error, therefore, is in
the modelling of how the vehicle interacts
with the real world (both in terms of
environment/sensor models and actuator/
vehicle dynamics models).

•

Vehicle-in-the-Loop (ViL): the complete
vehicle, with the complete ADS installed,
is tested on a dedicated rig that provides
inputs to spoof the physical sensors and
allows some elements of the vehicle
dynamics to be replicated (for example,
by including a rolling road). The results
will therefore be fully representative of
the final installation of the complete ADS
within the vehicle, although the modelling
of the inputs to spoof the sensors and
the modelling of the vehicle dynamics will
remain a source of error.

The choice of the simulation environment
and the defined ODD for the trial will lead to
requirements for various sub-components of
the simulation. For example, if HiL testing has
been chosen and the ODD includes rainfall,
there is a need to have a representative
rain model to ensure the safety evidence
generated from the simulation-based testing
is representative of the ADS behaviour in the
real world. Similarly, if the ADS will operate in a
complex environment with many other vehicles
and ViL testing is being used, it would be
necessary to ensure the radar spoofing is able
to replicate sufficiently high numbers of radar
returns to represent all the other vehicles.
Because of the wide range of technology that
could be trialled, the wide range of trial ODDs,
the wide range of options for how to perform
simulation testing, and the lack of any established
industry norms, it will ultimately be the
responsibility of trialling organisations to select
appropriate means evidencing system safety
via simulation. The safety case should therefore
not merely contain simulation test data, but also
a safety argument that shows how that data
indicates an acceptable level of safety.
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5.5 Summary of section 5

F

or trials that use an on-board safety driver, the
analysis of system safety will typically be limited to
ensuring the control overrides needed by the safety
driver are robust. However, for trials that are dependent
upon the system performance being safe, due to the
inability of a safety operator to correct mistakes by the
ADS, extensive system safety evidence will be needed.
In order to demonstrate that the ADS is able to operate
safely, it would be necessary for the test scenarios
undertaken to provide coverage of all the possible
permutations within the ODD and all the behavioural
competencies the vehicle is capable of.
A scenario database can help ensure the test programme
provides good coverage of the possible scenario
permutations, minimising the likelihood of hazardous
system flaws remaining undetected.
Simulation testing can cover a wide range of scenarios
efficiently and safely. However, the accuracy of the
simulation needs to be validated if the results are to be
used as safety evidence.
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6.0
The security
case

This section examines how to
identify security threats, including
both physical security and cyber
security, how to assess the risk
presented by the identified threats,
and how to put in place appropriate
security controls to manage the risk
throughout the trial lifecycle.
64

6.1

Security introduction

PRELIMINARY TRIALS

6.1.1	Overview of security for
self-driving vehicle trials
Security is an important factor that can affect
the overall safety of a self-driving vehicle
trial, and therefore the risks that physical or
cyber-attacks may pose to the safety of a trial
should be considered as an integral part of the
safety case. The security lifecycle follows the
overall system design and trial lifecycle and, in
particular, the safety lifecycle. The safety case
should therefore provide evidence that security
has been considered.
In the context of a self-driving vehicle
trial, security should be a collaborative
responsibility of all stakeholders, including
the trialling organisation, testbed, local
authorities and any other trial participants;
see Section 7.3 for more information on
stakeholder engagement. Figure 6.1 shows
an overview of a typical trial and the
organisational elements involved.
Security risks should be managed over the full
lifecycle of the self-driving vehicle trial (see
Section 7), and cover both the development of
the systems being trialled and the operational
aspects of the trial whilst it is underway.
Responsibilities for security assurance
are therefore distributed between all

stakeholders involved in the trial, including the
manufacturer and suppliers of the systems
being trialled, the trialling organisation, the
testbeds and any other participants.
The security risks will be different for different
types of trial and different testbed environments;
for example, proving ground testbeds are likely
to be exposed to different threats compared
to public road testbeds. Nevertheless, there are
a number of security risks and associated best
practices that are common between trials, such
as ensuring vehicles are locked when not in use
and ensuring good cyber hygiene in line with
recognised good practice.

Physical security aspects include
the trial testbed environment,
its associated infrastructure, the
route, the trial personnel – whether
directly participating in the trial on
the testbed or ‘behind the scenes’ in
a remote location – and the public
(where applicable).
Cyber security considers all
computer-based, electronic and
telecommunications systems
involved in the trial, including systems
associated with the testbed and
trial operator, the electronic systems
of the vehicle, systems enabling
communications, control and
monitoring and any remote systems.
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Operator

The security management in relation to a trial
should identify and assess all physical and
cyber threats to the vehicle, the trial equipment
and testbed environment, and manage the
risk of security attacks that could realise such
threats. Security risk management should also
consider the interactions between physical and
cyber risks, recognising that a weakness in the
physical security of some aspect of a trial can
enable a cyber-attack, and vice-versa.

Trial personnel

PRELIMINARY TRIALS

6.1.2	Proportionality to the
trial complexity

Vehicle or system
under trial

Figure 6.1: Trial ecosystem

Testbed
equipment

Testbed IT
infrastructure

As with evidencing operational safety and
system safety, the extent of analysis work
undertaken, and the evidence documented
as part of the security case, should be
proportionate to the complexity of the trial.
Where there is a safety driver onboard the
vehicle and able to take corrective action,
the safety case will typically be based upon
operational safety; whether errors in the vehicle
behaviour are triggered by functional safety
(i.e. system faults), safety of the intended
function (i.e. inherent limitations in the system
design) or cyber security issues, as long as it can
be confirmed that the safety driver can correct
the error consistently and safely, the error can
be tolerated. Therefore, the level of safety
evidence expected within the security case
would be relatively brief and high level.
The exception to this is where cyber security
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breaches could compromise the override
mechanisms that the safety driver would use
to correct the vehicle; these overrides must
be robustly assured, including from a security
perspective, if the ability of the safety driver
to correct ADS mistakes is to be claimed
as a component of the safety argument.
Furthermore, it must be remembered that
the scope of security goes beyond preventing
undesired control inputs, and the security case
should consider all security risks that could
affect the trial.
In contrast, for advanced trials where it is
not feasible for human oversight of the ADS
to be used as a safety measure (e.g. remote
monitoring), far more detailed analysis and
evidence would typically be required to ensure
that the system is suitably robust against
hazardous cyber security breaches such that
human oversight is not required. Furthermore,
where remote safety operator intervention
is claimed as a safety mitigation within the
safety argument, the integrity and security of
the communications link between the vehicle
and operator (in both directions, i.e. vehicle
feedback to operator and operator inputs to
vehicle) would need robust assurance.
Trialling organisations should consider what
level of analysis is proportionate, bearing in
mind the vehicle capabilities, trial ODD and the
level of controllability by a safety operator, and
should document their decisions.

6.1.3	Impact of security upon safety
Security should not be seen as an end in
itself but as a means to avoid harm or other
adverse events due to intentional actions such
as malicious attacks. In the context of selfdriving vehicle trials, such adverse events can
be grouped into the impact categories shown in
Table 6.1.

This guidance will mainly focus on the safety
impact category. However, the approaches
described can also be applied in order to
address threats in the other impact categories.

IMPACT CATEGORY

SECURITY OBJECTIVE

Safety

To ensure the safety integrity of the vehicle systems.
To minimise the safety risk to vehicle occupants, trial
personnel, other testbed users and members of the public.

Privacy

To protect the privacy of vehicle occupants, trial personnel
and other testbed users.

Financial

To protect against financial loss due to fraudulent commercial
transactions, theft of vehicles, and physical damage to the
vehicle, testbed and other assets.

Operational

To maintain the intended operational performance and
maintenance of the vehicle and trial environment

Table 6.1: Example security impact rating classifications
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6.1.4	Trial approvals regarding
security

The SAE Recommended Practice J3061 Cyber Security Guidebook for Cyberphysical Systems (SAE, 2016) and draft ISO/SAE DIS 21434 (ISO/SAE, 2020) provide
suggestions for cyber security engineering of vehicle systems and could be considered
the closest reference document in this regard. Other standards such as IEC 62443
(2018) for industrial control systems could be considered relevant to the test
infrastructure elements. IT systems for the connected vehicle backend and testbed
infrastructure would fall under the scope of ISO/IEC 27000 series of standards
(ISO/IEC, 2018) on information security. All of these standards recommend that a
threat analysis and risk assessment is carried out to inform the definition of security
requirements and selection of security controls.

Evidence of security risk management of the
systems under trial should be built up during
their development, with appropriate review
and sign-off, before use within the trial. The
security case should include evidence of this
(e.g. within a security risk management plan).
Sign-off should be provided by an appropriate
combination of:
•

certification of systems under trial against
appropriate standards or regulations (for
example UNECE Regulation 155 for cyber
security of production vehicles (UNECE,
2020)

•

Local Authority sign-off processes

•

consideration of other users of the proving
ground or testbed, for example through
exclusive use agreements.

The BSI has developed two Publicly Available
Specification (PAS) documents in the area of
automotive cyber security:
•

BSI PAS 1885 (2018): This document
elaborates on the DfT key principles of vehicle
cyber security for connected and automated
vehicles (DfT, 2017), providing guidance for
the implementation of the principles.

•

BSI PAS 11281 (2018): This document focuses
on the safety implications of security and
the interaction between security and safety

6.1.5	Relevant regulations and
standards
The CAM environment consists of a diverse
range of systems, including vehicles, roadside
infrastructure, mobile networks and backend
infrastructure, and there is no single standard
or best practice currently available which
describes a universal security engineering
approach suitable for the total environment.

Other publicly available information regarding
security for V2X communications includes the
European C-ITS standards developed by ETSI
(2010, 2012, 2017a).
Cyber security is to be the subject of new
UNECE vehicle type approval regulations

which enter into force in 2021 (UNECE, 2020).
These will eventually be mandatory for all new
vehicles to be sold in regions that adopt the
regulation, including some autonomous pods.
The regulation affects production vehicles
and is not directly applicable to prototypes
undergoing trials. However, the regulation
requires manufacturers to demonstrate
adequate consideration of cyber security
throughout the lifecycle of the vehicle, including
during development.
It is acceptable for trialling organisations to
‘tailor’ their use of a standard, i.e. to deviate
from it where appropriate, with justifications
recorded. Indeed, such flexibility will typically be
invaluable to ensure the security case remains
appropriate and proportionate.
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6.2	Management
of security
6.2.1 Security management plan
In addition to technical cyber security
engineering and operational activities, the
organisational management of security is
critical to provide the processes and governance
structures to support security assurance.
In the context of a self-driving vehicle trial,
management of security can take the form of a
security policy which acknowledges security risk
related to the trial ecosystem.
The approach to security for a trial, as defined
in the security policy, should be implemented
by a more detailed trial security management
plan which defines the physical security and
cyber security activities for the duration of
the trial, to complement the trial safety case.
The security management plan can include
engineering procedures, methods, design
rules and operational guidelines. It may, as
appropriate, draw upon or reference more
specific process documents of each of the trial
participants and describe how security will be
managed collectively for the trial.
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Although safety and security exercise are
different competencies, there are key areas of
alignment between the two disciplines and it is
important that those with the relevant expertise
work together. The security management
plan should identify how such interfacing and
communication will work for the trial, and the
safety case should provide sufficient detail of
the security management plan such that all
stakeholders are aware of its existence and
objectives.

6.2.2	Information security
management
The security management plan should also
identify how the participating organisations
will identify, classify and manage information
during the trial, and can include requirements
for information security management.
Typically, the different organisations involved
in a trial will have information security
processes - for example, an information security
management system in accordance with ISO/
IEC 27001 (ISO/IEC, 2018). However, these
processes can be implemented in different ways
and it is important that a common approach
is agreed for the trial to enable appropriate
sharing of information while still respecting the
requirements of the individual organisations.

6.2.3	Information sharing and
continuous improvement
Since the threat landscape is continuously
evolving, it is important that relevant security
information is shared between testbeds,
trialling organisations and other stakeholders
to enable continuous improvement in security
processes and measures. Testbeds, trialling
organisations and other trial participants
should identify circumstances in which
information should be shared and with which
other parties to do so. This can be through
dedicated security information sharing forums
such as Information Sharing and Analysis
Centres (ISACs) and Information Exchanges,
through contractual arrangements or through
more informal or ad hoc mechanisms. For all
forms of information sharing, appropriate
information security management should be in
place to ensure sensitive details of threats or
vulnerabilities are handled confidentially.
Guidance on identifying information sharing
channels can be found in ISO/SAE DIS 21434
(ISO/SAE, 2020); this guidance is applicable
for self-driving vehicle trials in general as well
as road vehicles. Similar guidance can also be
found in other standards and best practice, for
example BSI PAS 1885 and BSI PAS 11281.
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Define scope and boundaries
Context: trial type, testbed type
Breadth: vehicle, comms, infrastructure
Depth: detail of attack methods

6.3	Security risk management
6.3.1 Risk management approach
Security risk can be defined as the combination
of the likelihood of occurrence of a successful
attack on a system (be that physical or
cyber, or both) and the potential impact on
stakeholders.
The dynamic nature of security risk means
that the threat landscape is continuously
evolving, and new forms of attacks and system
vulnerabilities are frequently discovered. Risk
management for cyber security should be
carried out iteratively during the lifecycle of
the trial to assess, evaluate and treat risks. An
initial risk assessment should be carried out
at the start of development and planning of
a self-driving vehicle trial, but risk assessment
should also be reassessed, and updated where
appropriate, as additional information becomes
available. Owners of security risks should also
be identified, including from an insurance
perspective.

The nature of security risk also means that
not all the information required to assess
risk is available at every point. For example,
it is usually possible to identify the end
consequences of a threat being realised at a
much earlier stage than the attack methods
that can be used to realise those threats, since
the latter are highly dependent on the system
design and implementation.
Security risk management is typically based on
the following activities (see also Figure 6.2):
•

Define system scope and boundaries (i.e.
system architecture)

•

Identify assumptions on the system and
operational environment

•

Identify assets

•

Identify and analyse threats and
vulnerabilities

•

Risk assessment

•

Risk treatment and specification of
controls/mitigations

Assumptions

Identify Assets

Threat Analysis
Identify threats against assets
Threat modelling
Identify vulnerabilities

Risk Assessment

Risk Treatment
Specification of controls

Figure 6.2: Security risk management process
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A security risk log should be documented to
capture the identified assets, threats and
vulnerabilities, together with their associated
risk assessments and treatments. Table 6.2
shows examples of entries within a typical risk
log; the contents are examples for illustrative

purposes, and should not be assumed to be
complete or appropriate for a given trial. The
methodology for determining the rating in
the ‘risk’ column is subsequently described in
Section 6.3.5.

EXAMPLES AND TEMPLATES

ASSET

THREAT

IMPACT

LIKELIHOOD

RISK

RISK
TREATMENT

CONTROLS

Test vehicle

Tampering with
vehicle wireless
connections

Severe

Medium

3

Reduce

Authentication
and authorisation
of wireless
connections

Test equipment

Equipment
jamming,
accidental or
intentional

Major

High

3

Reduce

Monitoring and
detection of lost
signals

Test equipment

Theft of trial
equipment

Moderate

Medium

2

Reduce

Site security
measures

Table 6.2: Example of entries within a typical risk log
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6.3.2 Scope and boundaries
The scope of the risk assessment should be
determined in terms of;

a.	
the breadth of the analysis in relation
to the extent of the trial, and
b.

t he depth of the analysis with
respect to the level of detail in
which to consider the threats.

Systems under trial should have their own
detailed threat and vulnerability analyses,
based on relevant industry standards and
best practices (see Section 6.1.5). These can
be drawn upon to inform the security risk
assessment for the trial.
The breadth and depth of analysis will depend
upon the type and complexity of the trial, e.g.
public road versus controlled test track. For
example, a trial on a public road testbed may be
more exposed to attack with a wider range of
stakeholders potentially at risk, and as such need
to consider a wider range of threats and a deeper
analysis to identify potential vulnerabilities.
The threat analysis should include any wireless
communications between vehicles and testbed
infrastructure as well as connections to any
backend infrastructure involved in the trial.
Often the potential safety impacts of a
physical or cyber-attack can coincide with
those due to hazards identified in the safety
risk assessment. Therefore, it is important that

there is interaction between the security and
safety risk management activities to ensure
that the safety case boundaries (together with
its exclusions, assumptions, dependencies and
caveats) are also reflected within the security
assessment, with view to production of an
integrated Safety and Security Case.

6.3.3 Assets
An asset is something of value (actual or
perceived) to one or more stakeholders or actors.
Therefore, in order to identify the assets in scope
for a trial, it is necessary to identify the relevant
stakeholders who could potentially experience
losses if a threat were to be realised against an
asset. In some cases, assets can be elements
of the system under trial, trial equipment or
elements of the testbed. The relationship
between these terms is illustrated in Figure 6.4.

Attacks against System
Elements

EXAMPLES AND TEMPLATES

Examples of assets in a self-driving vehicle trial include:
•

vehicles

•

testbed infrastructure, for example communications units

•

data sent to and from vehicles over communications links

•

data involved in the functioning of an automated driving
system

•

personal data of trial participants.

Relevant security properties of the assets can also be
identified. For example, the integrity of communications data
should be preserved for the entire duration of the trial, even in
the case of an incident.

Threats
to Assets

Damage or loss
to Stakeholders

Figure 6.4: Relationship between assets, threats, attacks and damage
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EXAMPLES AND TEMPLATES

6.3.4 Threat identification
Having identified the assets requiring protection
by the relevant stakeholders, the threats against
those assets can be identified. At this stage,
the threats are identified regardless of any
mitigation measures in place or planned.
A security-related threat can be seen as any
potential source of damage to the system
elements, assets and/or stakeholders, in terms
of safety, privacy, financial or operational
impacts, that could result from the exploitation
of one or more vulnerabilities of a product,
process or service by a threat actor in order to
achieve a particular attack objective.

CYBER SECURITY THREATS

PHYSICAL SECURITY THREATS

Tampering with vehicle wireless connections

Breach of trial site boundary

Equipment jamming, by accident or intentional

Vandalism of test vehicle

Tampering with vehicle wired connections

Theft of trial equipment

Tampering with testbed equipment infrastructure
Information disclosure from testbed IT infrastructure
Table 6.3: Example threats

Examples of typical threats that can be
considered as part of a security risk assessment
are shown in Table 6.3.
Various methods can be used to identify threats.
A popular method for identifying cyber security
related threats is STRIDE, developed by Microsoft
(Shostack, 2014). In this approach, a system is
systematically analysed by iterating through the
system elements and, using the set keywords
from which the acronym is derived (see Table 6.4),
considering whether each category of threat is
applicable to each system elements.
Other techniques can be utilised to analyse the
identified threats, such as Attack Tree Analysis
(ATA), Cause-Consequence Analysis (CCA),
influence diagrams. These can be combined
with safety analysis techniques such as FMEA
(Failure Modes and Effects Analysis), Fault Tree
Analysis etc. (see Section 5).

THREAT CATEGORY

DESCRIPTION

Spoofing

A person or entity masquerades as another

Tampering

Insertion, modification or deletion of data

Repudiation

An entity denies responsibility for an action

Information disclosure

Provision or leak of information to an unauthorised entity

Denial of service

Making a resource unavailable to authorised entities

Elevation of privilege

An entity gains greater authorisation than permitted

Table 6.4: STRIDE method for threat analysis
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6.3.5 Risk assessment
These two ratings are then combined resulting
in a risk value. Table 6.5 shows an example
security risk matrix where risk is determined as
a function of impact and likelihood. Acceptable
risk is determined by bands with the same
risk value. It is necessary to demonstrate that
the security risks have been reduced to an
acceptable level.

The Risk Assessment involves rating the
two components of risk for each threat:
•

Impact – a rating based on the level
of impact of the threat upon safety,
financial, privacy or operational aspects.

•

Likelihood – a rating based on how
difficult it is to mount a successful
attack or exploit a vulnerability.
Likelihood is a problematic concept
for security risk, due to the inherent
non-probabilistic nature of attacks;
therefore, a proxy for likelihood such
as attack feasibility is often used.

Example approaches for security risk
assessment that are applicable for different
elements of a self-driving vehicle trial can be
found in the following standards:

•

ISO/SAE DIS 21434 (ISO/SAE, 2020) and
SAE J3061 (SAE, 2016) give examples of
risk assessment methods suitable for the
automotive domain, including the method
developed by the EVITA project (Ruddle et
al, 2009)

•

The TVRA (Threat, Vulnerability and Risk
Analysis) method such as the variant
developed by ETSI (2017b), which is suitable
for intelligent transport systems

•

ISO/IEC 27005 (ISO/EIC (2018) gives
examples of information security risk
assessment methods which are for
IT systems.

LIKELIHOOD

I M PAC T
NEGLIGIBLE

MODERATE

MAJOR

SEVERE

CRITICAL

Very high

1

3

4

5

5

High

1

3

3

4

5

Medium

1

2

3

3

4

Low

1

2

2

3

3

Very low

1

1

1

1

1

Table 6.5: Example security risk matrix
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6.3.6 Security controls
The most appropriate security controls for
a particular trial will vary according to the
threats identified, the type of trial and testbed,
the vehicles and vehicle systems involved, and
the involvement of personnel and the public in
the trial.
It is likely that a security risk assessment will
identify threats to the integrity or availability
of assets that affect the safety of the trial.
Typically, these threats will compromise the
functionality of some aspect of the vehicle, test
equipment or testbed infrastructure. Controls
that increase diversity and redundancy can
therefore be specified, in order to provide
plausibility checks or fall-back capability in the
event that a primary function of the system is

compromised. Table 6.6 provides examples of
typical security controls.
For prototype vehicles, some cyber security
risks can be effectively managed through
the implementation of operational controls
as described in Section 4, such as a safety
operator with emergency override. However,
this may not provide effective mitigation in all
cases - for example, some cyber-attacks will
not be perceptible by a safety operator (either
remote or in the vehicle). In these cases, further
security controls may be required to prevent or
detect attacks.
Cyber-attacks that could compromise the
safety operator’s ability to override the vehicle
(e.g. by making it more difficult to override

EXAMPLES AND TEMPLATES

CYBER SECURITY CONTROLS

PHYSICAL SECURITY CONTROLS

Encryption of wireless communications

Two factor access control to
mitigate risk of unauthorised
access to vehicle or testbed facility

Multi-factor authentication of trial
participants
Monitoring for abnormal communications
patterns
Table 6.6: Example security controls
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the steering or by preventing the system
being switched into a standby state) are
another example of threats that even a
safety driver on board the vehicle would not
be able to react safely to, since they affect
the robustness of the very mechanism they
would need to use in response. One possible
solution that could be considered would be
to have an emergency cut-out button that
physically breaks an electrical circuit such
that the ADS is incapable of providing control
inputs to the actuators; however, this may not
be appropriate for all system architectures or
trial types.
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6.4	Effectiveness of controls

I

t is important that the effectiveness of the
implemented security controls is verified
and validated in order to ensure the risk
assessment is as complete and accurate as
possible. This can involve independent review of
the design and implementation of the vehicle
systems and trial infrastructure, as well as
security testing.
Methods for confirming the functionality
implemented by the system under test and
establishing the effectiveness achieved by

the security measures in the system or the
testbed infrastructure are required in order
to demonstrate fitness-for-purpose of these
measures (or the need for further development,
where the performance achieved is judged to
be inadequate).
For cyber security, a range of testing techniques
can be applied to verify the effectiveness of
the implemented cyber security controls; for
example, vulnerability scanning, fuzz testing and
penetration testing. The results of these tests

can be used to update the risk assessment to
reflect whether the actual implementation of
the controls sufficiently mitigates the risk.
The evidence that such testing has been carried
out should be provided as part of the evidence to
support the security argument within the safety
case. Table 6.7 describes typical cyber security
testing methods that can be used to verify the
effectiveness of cyber security controls and
identify vulnerabilities.

EXAMPLES AND TEMPLATES

TECHNIQUE

DESCRIPTION

Vulnerability scanning

Testing, usually automated, of a system for instances of known cyber security vulnerabilities. Vulnerability
scanning tools exist for many software and network technologies and are an effective way to quickly find
known issues, although they are less effective for finding unknown or system-specific issues

Fuzz testing

A method for identifying weaknesses that could potentially be exploited by testing a system with
intentionally invalid or malformed input data. The input data can be generated by a combination of
random, systematic or adaptive methods, and the effect on the system is monitored to determine any
exploitable cases

Penetration testing

A method in which the tester tries to attack the system by adopting similar tools and techniques to a real
attacker. This approach is time consuming and is not feasible to apply exhaustively, but it is an effective way of
identifying previously unknown vulnerabilities and exploring how they could be exploited

Table 6.7: Summary of typical cyber security testing methods
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6.5	Operational monitoring and incident management

B

earing in mind the increasingly rapid
pace of technological change and the
ingenuity of would-be attackers, new
threats will emerge that could not be foreseen
during initial design.

Consequently, provision must also
be made for
•

regular review of existing threats
(whose nature may change before
the trial occurs)

•

identification of emerging threats,
attacks and vulnerabilities that
may affect the trial, and

•

reactive security approaches that
are based on ongoing monitoring,
analysis and response to emerging
threats that are identified during
the operations of a trial.

The trial should implement approaches to
detect, understand and respond to incidents
that may occur as part of ongoing risk
management. It is essential to be able to
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understand newly identified attacks, the
associated vulnerabilities and their exploitation,
as well as their potential implications. This can
be supported by regular security testing, which
must be carried out safely and securely in a
controlled environment.
Different trial environments will need
different approaches to incident planning
and management. The appropriate response
actions to a security incident need to be
considered as part of the overall incident/
emergency preparedness and planning (as
described in Section 7.2). Such incident planning
should consider not only the immediate
response and remediation activities but also
what to do after an incident, appropriate
communication activities to inform both the
trial stakeholders and the general public, and
how lessons learned are fed back to improve
future incident responses.
Methods for confirming the effectiveness
achieved by responses to detected incidents are
required in order to demonstrate their fitnessfor-purpose. This involves two elements: firstly,
demonstration that the proposed solution is
effective against the identified attack; and
secondly, investigating whether this solution
introduces any new vulnerabilities.

6.6 Assurance of security
6.6.1	Security assurance
arguments
A security assurance argument forms an
important part of a safety case for a selfdriving vehicle trial. Since intentional attacks
are a potential cause of safety hazards, the
management of security risks needs to be an
input to the overall safety risk management
and assurance process.
The evidence resulting from the risk assessment
should demonstrate that appropriate and
effective security controls have been put in place
to ensure that the risks of physical and cyberattacks on the vehicle, test equipment or trial
infrastructure has been managed effectively.
The security assurance argument should cover
the argument for ‘product security’ (related
to the vehicle systems being trialled) and
‘operational security’ (related to the testbeds
and test/trial management).
For the vehicle systems, a cyber security case is
required by ISO/SAE DIS 21434 (ISO/SAE, 2020),
which aims to provide increased confidence in
the cyber security of the system by documenting
a comprehensive and structured argument,
with supporting evidence, for the adequacy of
the cyber security activities performed so far.
It should be borne in mind that this standard
is aimed at production vehicle systems, and
therefore, professional judgement should be
used to determine how it should be applied to
trials in a proportionate manner.
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In the context of self-driving vehicle trials,
the system cyber security case can be
combined with a wider security argument
for the operational aspects, supporting
the overall safety case for the trial. The
security contribution to the overall safety
case can also be used to provide assurance
to all stakeholders, including trial operators,
testbeds, authorities and the public, by
demonstrating the approach taken to security.
As was described for the overall safety case
(see Section 2.1.2), the security case can use
approaches such as GSN (2018) to provide
structure to the assurance argument and a
clearer view of dependencies and associated
evidence. The argument and supporting evidence
may also highlight any residual risks and areas
that require further evidence to be provided that
may be generated in later phases of the trial.

6.6.2	Progressive security
assurance
The assurance of both safety and security
should be progressive throughout the project,
including during trials phase, and aligned with
key project stage gates. Due to the influence of
adaptive human adversaries, security related
threats evolve continuously, and as such there
also needs to be a process to regularly review
and update the security arguments and
supporting evidence.
Security arguments as part of safety cases are
still an emerging technique, and lessons learned
from experience integrating security into safety
risk management and the assurance should be
captured as part of continuous improvement
activities.

6.7 Summary of section 6

T

he safety case should consider security threats,
including both physical security and cyber security.

The trial assets should be defined, and then a threat
analysis should identify and document the different
threats to these assets. Methods such as STRIDE can help
to identify threats.
A risk assessment should be performed to assess the
relative risks posed by the different threats. This will then
be used to prioritise security controls for the trial.
An ongoing process for managing security risks should be
in place to ensure that new or changed risks are identified
and that controls are updated accordingly.

77

Safety Case Framework: The Guidance Edition for Creators / Zenzic

7.0
Process
considerations

7.1

7.1.1	Purpose of a change
control process
A trialling organisation may need to make
changes to systems or operational procedures.
These changes may be necessary, such as when
a fault is identified, or they may be desirable,
such as when working towards more advanced
systems or operation in less controlled
environments.

This section examines how the safety
case should include evidence of
suitable processes to allow safety to
be managed on an ongoing basis as
the trial progresses, such as a means
to report incidents and a means to
trigger safety case updates. Processes
are also examined for consultation
with stakeholders and for ensuring
compliance with documents such as
regulations and standards.
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Change control

It is important that changes do not increase
the level of risk, or invalidate any evidence or
previously held assumptions that risk is ALARP
within the operational safety case. A change
control process, in accordance with BS PAS
1881 (2020), should aim to ensure no changes to
a system, process or activity are made without
consideration of potential risk, and should also
ensure that any changes made are documented
within the safety case. Logging all changes
made through the change control process will
also create an audit trail.

Safety Case Framework: The Guidance Edition for Creators / Zenzic

EXAMPLES AND TEMPLATES

7.1.2	Key elements of a change control process
The change control process should identify the key roles and
responsibilities that are needed to ensure this process is correctly
followed. These key roles might include:

•

•

•

Change Proposer – details and justifies the reason for
the change. This can be anyone involved in the trials;
for example, safety managers, engineers or external
stakeholders. Everyone should feel comfortable in
raising concerns and suggesting possible improvements
Change Owner – trial team member tasked with
taking the change through the change control process,
coordinating the preparation of an impact assessment,
creating implementation/monitoring plans, updating
safety case documentation and seeking approvals.
Examples of change owners may include software
engineers, safety engineers and technical leads
Approver – trial or safety manager responsible for
checking that processes are being correctly followed
and signing off updates made to the safety case
documentation by the Change Owner

An example of a change control workflow, which includes the
key elements of a change control process, is presented in Figure
7.1; each element is discussed in Sections 7.1.2.1 to 7.1.2.5. Trialling
organisations may wish to also make use of guidance and best
practise from other established fields to inform their change
control process, for example:
•

ISO 9001 (2015)

•

Health and Safety Executive guidance (HSE, 2003)

•

Office of Rail and Road guidance (ORR, 2015).

Identity change

No

Safety related?

Document and
continue

Yes
Conduct impact assessment

No

Develop implementation
and monitoring plan

Reviewer
approval?

No

Stop

Yes
Implement change and
update documentation

Monitoring and review

Figure 7.1: Example change control process with key elements
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7.1.2.1 Identify change
Any personnel, whether from within the trialling
organisation or another organisation that is
a stakeholder of the trials, should be able to
propose a change. An appropriate member of
the trial team with knowledge relevant to the
change would then become the ‘change owner’;
this may or may not be the person who originally
proposed the change. The change owner should
ensure that the change control process is
followed to safely implement any change.
Changes that may trigger the change control
process can arise from systems (hardware,
software and data) or operational procedures
(processes, activities, roles and responsibilities),
wherever these changes could affect the safety
of the trial.
Changes may be proactive, for example:
•

as the next stage of a pre-determined
development plan

•

due to the identification of a fault or gap
during a periodic review

•

in response to requests from a stakeholder.

or reactive, for example:

where possible in order to minimise the need
for triggering the change control process;
for example, if the safety case specifies two
passengers, an update would be required in
order to carry one or three, whereas this update

would be unnecessary if the original safety
case had provided a range of one to three
passengers (and therefore the risk assessment
and risk mitigations had considered the
implications of this range).

EXAMPLES AND TEMPLATES

SYSTEM CHANGES

OPERATIONAL CHANGES

Changes to the system Operational Design Domain
(ODD)

Changes to roles, responsibilities or procedures

Changes to the functionality the vehicle is intended to
provide (manoeuvres, objects detected)
A motor controller is changed for one of a different
specification that invalidates original assumptions
The base vehicle is changed to a different make or
model
Changes to the system start-up or shutdown
procedure
Changes to a hardware component beyond the range
allowed for in the original specification

Changes to Safety Driver and/or Software Engineer
responsibilities
Changes to any operational controls identified in the
trial Safety Case/risk assessment
Changes to trial activities including the route, running
times, environment, but which remain within the
ADS’s ODD
Changes to the amount and type of data collected
Changes that invalidate agreements and permissions
attained from stakeholders
Changes to vehicle storage or security

Changes to the software code of the ADS

•

as a result of an incident

Changes to the number of vehicles used beyond the
A sensor is replaced by one of a different specification range originally specified

•

due to the failure of a test

Changes to the mounting location of a sensor

•

due to a change in a regulation, or standard.

Examples of some possible changes that might
trigger the change control process are included
in Table 7.1. Note that it is advisable for safety
cases to specify ranges of acceptable values
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Changes to the fall-back/failsafe protocol
Change of data source
Table 7.1: Examples of system and operational changes

Stakeholders to ride in trial vehicle
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7.1.2.2 Conduct impact assessment
Some changes may be trivial, and it will be
clear that they will not have an impact on
operational safety. It is recommended that this
type of change is documented, but it would not
trigger the change control process. For changes
where there is potential to impact safety, or
where this potential is not yet clear, an impact
assessment should be conducted.
An impact assessment should detail the change
with justification (developmental and/or
safety) and consideration of associated risks.
This process should also consider the impact on
wider safety processes and the need to review
other safety case documentation, together
with the need for consultation with affected
stakeholders.
While a review should be conducted to
understand if changes will be needed to the
safety case documentation, changes – even
those that trigger the change control process
– may not result in updates, or may only
result in updates to a small proportion of the
documents that make up the safety case. For
example, if a new model of lidar sensor is fitted,
the change control process would be triggered
to ensure activities like calibration etc. are
performed to ensure safety is maintained, but
other safety case documentation would not
require any update unless it is identified that
the change would have wider implications.

7.1.2.3	Develop implementation and
monitoring plan
An implementation plan should detail all
actions involved in implementing the change
and mitigating any associated risk. It should
also identify required updates to relevant
operational safety case documentation (risk
assessments, operational guidance, incident
response plans), and include a communications
plan for trial staff and any relevant
stakeholders.
It may be the case that additional testing is
required to validate the safety of a system
change. The level of testing should be
proportionate to the potential risk posed by
the change. Additional controls should be
considered during testing, if the potential
risk is unknown. At all stages of testing or
implementation of a change, appropriate
monitoring plans should be in place that can
identify any risks to safety and recommend
mitigations.

7.1.2.4 Reviewer approval
An approval stage as part of the change control
process offers a check that risk changes have
been appropriately considered (and mitigated
where required) within the implementation and
monitoring plan, and that all documentation
has been updated in line with the proposed
change.

Approvals should be carried out by personnel
with sufficient knowledge of the systems
and operations, e.g. trial managers or safety
managers. Approvals from other stakeholders
may also be required, e.g. landowners or
licencing authorities.
If a change is not approved, an approver may
request further consideration of the impact
of a change, in which case the change would
return to the assessment stage, or a decision
may be made not to implement the change.

7.1.2.5	Implement change and update
documentation
Upon approval, the implementation and
monitoring plan must be implemented, with all
identified risk mitigated for. At this stage, any
identified updates to operational safety case
documentation should also be made. The plan
should be communicated to all stakeholders,
including trial staff, allowing sufficient time
for any additional concerns to be raised and
appropriately addressed.

7.1.2.6 Monitoring and review
Monitoring of any change should continue until
it is evident that the residual risk is ALARP.
If this does not happen within an agreed
timescale, a review should be triggered to
enable improvement. Monitoring and reporting
for continuous improvement are discussed
further in the Section 7.2.
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7.2	Continuous improvement:
monitoring and reporting
7.2.1	The purpose of a continuous
improvement process
A cycle of continuous improvement (as shown
in Figure 7.2), through a process of monitoring
and reporting, can gather evidence that begins
to inform more accurate assessments of the
risk posed, validating decisions that have
made. This evidence could be qualitative or
quantitative, although it is unlikely that there
will be sufficient data to form statistically
significant conclusions within limited scale
research projects. Collection of such data could
subsequently support the safety argument for
deploying the system in more complex trials.

Monitor
Observe, test,
data analysis

The frequency of this cycle of continuous
improvement should reflect the complexity
of the trials, with consideration of the trial
duration. For example, testing due to be
completed within a single day may benefit
from a trial team safety briefing before tests
commence and another at an appropriate
mid-point, whereas trials that continue across
a number of weeks may initially benefit from
similarly frequent monitoring and additional
feedback opportunities, but feature a
progressive reduction in frequency as the
trial progresses and confidence in operational
procedures increases.

Improve
Change control
process

Figure 7.2: Continuous improvement cycle
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Report
React, investigate,
recommend

Implement
& communicate
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7.2.2	Key elements of a continuous
improvement process

EXAMPLES AND TEMPLATES

7.2.2.1 Monitoring
Monitoring is a largely proactive process that
involves observation and data collection. A
monitoring plan should be put in place to:
•

gather evidence to validate assumptions
and risk decisions

•

assess the effectiveness of controls and risk
mitigation measures

•

understand ADS safety performance

•

ensure safety is maintained

•

identify near misses

•

assist with incident investigation

•

learn about interactions with other road users.

Effective monitoring methods require an
understanding of what ‘safe’ looks like,
including the use of appropriate performance
measures. Measures may be qualitative or
quantitative and data may be gathered from
several sources to inform it – for example
from in-vehicle systems, complementary
infrastructure and trial staff (examples of each
are presented in Table 7.2).

7.2.2.2	Incident investigation
and reporting
An ‘incident’ is an unintended and undesired
event such as a collision, a near miss, a technical
malfunction with potential safety implications,
a transgression of road traffic laws or a

IN-VEHICLE SYSTEMS

COMPLEMENTARY
INFRASTRUCTURE

TRIAL STAFF

ADS status

GPS coordinates

Date and time information

Speed

Traffic information

Location description

Fault codes

Camera/video imagery

Photographic imagery

Steering, acceleration and
braking inputs

CCTV

Personnel

V2x communications

Qualitative measures – central
positions in lane, weaving etc.

Safety driver or ADS commands

Maps

Sensor data
Camera/video imagery
MRM status
Table 7.2: Examples of monitoring data

security breach. The purpose of an incident
investigation and reporting process is to review
the circumstances surrounding an incident,
implement measures to minimise the potential
for reoccurrence and communicate lessons
learned and changes made to stakeholders.
This can be done both routinely in accordance
with a planned cadence (proactively) within in
the trial team to facilitate the identification of
areas for improvement, or reactively in the case
of a more serious incident. In both cases, the
process involves:

•

analysing safety related data

•

identifying areas of improvement

•

investigating incidents

•

communicating lessons learned

•

informing stakeholders

•

fulfilling legal requirements such as RIDDOR
(HSE, 2013).
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EXAMPLES AND TEMPLATES

Incident reporting
Depending on the type of incident, the course
of action (urgency, stakeholder involvement
etc.) may differ. Figure 7.3 presents an example
of a suitable process to ensure the incident
investigation and reporting is proportionate to
the nature of an incident, based upon the level
classifications in Table 7.3.
The number of persons included within the
safety steering group, and the job roles and
specialisms represented, should be selected
according to the complexity and needs of
each trial.

Level 1

Level 2

Incident Response
Plan implemented

Safety Steering Group (urgent meeting)
Full internal investigation
Cooperation with any external investigation

Safety Steering Group
Periodic internal
investigation with review
Update of related processes

Safety Steering Group
Summary report and recommendations
Update of related processes

EXAMPLES AND TEMPLATES

Examples of appropriate roles
include:
•

trial manager

•

trial safety manager

•

lead engineer developing system

•

senior manager from within the
trialling organisation

•

local authority, road authority or
testbed representative

•

external consultant (where
specialist and/ or impartial input
is required).

Data supplied
for external
investigation

Trial Team
Follow change control process

Safety Steering Group
Acceptable to continue trial?

Sign off
Acceptable to continue trial?

Communicate changes to
relevant stakeholders

Figure 7.3: Example incident
investigation flow chart
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Continue to trial

Safety Case Framework: The Guidance Edition for Creators / Zenzic

Appropriate classification of incidents allows
the correct course of action in both the
immediate response to the incident and the
subsequent investigation of the incident. An
example classification table has been included
in Table 7.3, although there is no obligation
for trials to use this example provided that a
suitable equivalent is documented.

EXAMPLES AND TEMPLATES

INCIDENT LEVEL

INVESTIGATION TYPE

EXAMPLE

01

Periodic review

Fault code triggered

Internal investigation
– pause trial

Mechanical breakdown

Moderate

Fault code triggered repeatedly
Hand back of control to safety
driver

02

Internal investigation
– stop trial

Substantial

Landowner/operator
investigation

03

Internal investigation
– stop trial

Severe

Near miss where the hazard had
the potential to cause harm

Collision

Criminal investigation
Civil investigation (e.g.
insurance)
Research investigation
Landowner/operator
investigation

Table 7.3: Example incident classifications
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The roles and responsibilities of trial staff to
collect, store and share the appropriate data
to enable incident investigation should be
defined and communicated. An example table
of roles and responsibilities is presented in
Table 7.4. An incident report form can assist
the collection of data, an example of which is
included in Table 7.5.

EXAMPLES AND TEMPLATES

ROLE

RESPONSIBILITY

Any trial members:

Complete incident report form

First on scene

Contact Safety Manager

Issue identifier
Software Engineer

Download and securely store data relating to the
30 seconds prior to the incident, the duration of the
incident and 30 seconds post incident.

Safety manager

Check incident report form
Initiate internal investigation
Convene Safety Steering Group
Communicate with stakeholders
Prepare report and recommendations

Safety Steering Group

Conduct periodic review of performance
Conduct full investigation substantial and severe
incidents
Facilitate external investigations
Provide incident data for external investigations

Table 7.4: Example roles and responsibilities in the event of an accident
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EXAMPLES AND TEMPLATES

Name

To download and print this template go to zenzic.io/incident-report-form
Emergency services notified?

[Yes/No]

Job Title

Damage photographed?

[Yes/No]

Trialling Organisation

If injuries were sustained, reported under RIDDOR?

[Yes/No]

Role in Trial team

Insurers informed?

[Yes/No]
[Yes/No]

[person completing form]

Contact email

Contact Telephone No.

Code of Practice compliance data downloaded and securely stored?

Date of Incident

Time of Incident

Safety Operator at
time of incident

Date of Form
Submission

Time of Form
Submission

Operating mode at
time of incident

(Manual/Automated)

Please describe the
incident. Description
should include road
type, speed of vehicle,
weather, traffic
conditions etc.

[Road type, road surface condition, speed of vehicle,
weather, traffic conditions etc.]

Actions taken.

[Emergency services called, first aid administered,
vehicle recovery, trial team intervention etc.]

Trial reference
Trial Safety Manager
Location of trialling

[road names/proving ground area]

Please
indicate level

[What happened immediately before incident.
What happened during incident.]

Please indicate
category

Location of incident

[GPS coordinates/marked on attached map]

Please list all parties
involved in incident

[vehicles: VRN, damage detail etc.]
[infrastructure: ID, damage detail etc.]
[personnel: trial staff/members of public (all personal
information to be recorded in compliance with GDPR]

Please describe any
injuries or damage

Reason for incident
(if known).

Incident
communications plan
implemented?

[Yes/No]

Reviewed by Safety Manager
Internal investigation required?

[signature]
[Yes/No]

Any other comments.

Table 7.5: Example incident report form
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7.3	Stakeholder consultation and engagement
7.3.1	Purpose of the stakeholder
consultation plan
The purpose of a stakeholder consultation plan
is to:
•

inform of upcoming trials

•

educate about the technology and the
controls that are in place to ensure safety

•

collect information and local knowledge

•

get permissions to operate trials and tests

•

get appropriate derogations for trials and
tests

•

get any required licencing to operate

•

understand and put in place stakeholder
requirements.

7.3.2	Key elements of the
stakeholder consultation plan
As part of producing a stakeholder consultation
and engagement plan, a list of all stakeholders
should be compiled, including:
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•

the nature of their involvement

•

how and when they will be contacted

•

the methods of engagement

•

the information shared or received.

Stakeholders will likely have varied interests in
the trials and tests being undertaken and will
require different levels and types of information
at various stages before, during and after
trials and in the event of an incident. Table 7.6
presents examples of possible stakeholder
types and the possible reasons for consultation
or engagement. Note that not all stakeholders
will be applicable to all trials; for example,
some will be exclusively applicable to proving
grounds or to public roads. Table 7.7 presents
examples of possible methods of consultation
and engagement.

Public consultation will be of particular
importance where members of the public
participate in the trial (e.g. as passengers).
Such trials should consider whether the way the
public are involved is appropriate and ethically
acceptable, e.g. via an ethics committee
reviewing the planned activities. Consultation
with members of the public can help inform and
validate such decisions.
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EXAMPLES AND TEMPLATES

STAKEHOLDER TYPE

PURPOSE

Trial team

Marshal/steward
Safety manager
Software engineer/Automated Control System Operator
Safety driver
Trial manager
Researchers

Information, training, requirements, incident response,
compliance

Landowners and operators

Testbed/Proving ground
Track control
Local Authorities: County Councils, District Councils, Unitary
Authorities, Metropolitan Districts
Transport Authorities
Road/Highway Authorities: Highways England, Transport
Scotland, Transport for Wales, Transport NI, Transport for
London, Transport for West Midlands

Permissions, requirements

Licencing and regulators

Traffic Commissioners for Great Britain
DVLA
DVSA
VCA
Transport Authorities

Information, permissions, licencing, compliance, requirements

Emergency services

Incident response team
Track Control
Vehicle recovery
Research ethics panel
Police
Ambulance Service
Fire brigade
Traffic Officers

Information, incidence response, requirements

Trial participation

Trial participants
Research ethics panel

Information, research

Local services

Local transport operators

Information, permissions

Information, permissions, derogations, licencing, compliance,
requirements

Local services/amenities
Local construction sites
Local businesses
Local residents

Local residents and other members of the public

Information, local knowledge

Local road users
Funders

Consortium members

Information, requirements, incident response

Innovate UK
Other stakeholders

Insurers
Safety Advisory Groups

Information, requirements, incident response

Table 7.6: Example stakeholder types
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EXAMPLES AND TEMPLATES

PR and marketing campaigns

Can create general awareness of CAM technologies and be targeted to reach relevant stakeholders to give
them information or direct them to where information is available.

Email and telephone

May be the most appropriate method for communicating with landowner/operators and licencing bodies and
other relevant stakeholders.

Publicly available safety case

In accordance with the Code of Practice (CCAV, 2019b), an abridged version of the safety case should be made
publicly available - this will provide a sufficient information about the trial operations and safety measures put
in place.

Advisory groups

A safety advisory group can offer varied perspectives on operational procedures that could add to trial or test
operations. They might include stakeholders from safety professionals, landowners/operators, consortium
members, CCAV etc.
A research ethics panel should be formed if there are to be any members of the public involved in the trials. The
purpose of the panel is to ensure the safety (and privacy) of the participants is maintained at all times.

Survey

Method of gathering information from trial participants and those less directly involved in the trial or test.

Interviews

Method of gathering information from trial participants.

Information evening

Gives local residents and businesses the opportunity to ask questions and 'put a face' to the people
undertaking the trials/test.

Trial website

The publicly available safety case should, in the very least, be publicly accessible on the trial website. Consider
providing details of dates and times of trials and the measures that might be seen in the area, details on any
possible delays and who to contact with any concerns.

Information leaflet

Direct interested parties to the trial website or other information. There is a risk that leaflet can go out of
date if used to provide similar information in place of the trial website.

Incidence response plan

Should detail all stakeholders that need to be contacted in the event of an incident and how they should be
contacted. These details should be readily available to the trials/test team to ensure an immediate response.

Radios/mobile phones

Useful for communications about trial team members, but also with other relevant stakeholders such as
testbeds, track control, incidence response teams.

Table 7.7: Possible methods of stakeholder consultation and engagement
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7.3.3	Guidance on developing a publicly available safety case
A publicly available safety case is an abridged version of the overall safety case, optimised for
public consumption. This safety case should be a simplified, single document, written in plain
English without unnecessary or unexplained technical language. The aim of this safety case
document is to educate the public on the trial activity and provide reassurance that reasonable
steps have been taken to assure trial safety. The Code of Practice for Trialling Autonomous
Vehicles (CCAV, 2019b) and BS PAS 1881 (2020) both recommend that a publicly available safety
case should be made available before conducting trials in public domains.

EXAMPLES AND TEMPLATES

Sufficient details should be included to allow members of the public to get a
broad understanding of the trial activities. The content of this safety case
document may include:
•

an overview of the trial activity

•

reassurance that trial activity can be performed and managed safely

•

a high-level overview of the vehicle and automated driving system

•

information about the trial test area

•

the roles and responsibilities of the trials team

•

details about trial compliance with regulations, standards etc.

•

information about trial milestones

•

stakeholder communication and engagement plans

•

points of contact.

The level of detail shared with members of the
public should be carefully considered. Providing
too much detail on trial schedules and routes
could affect the behaviour of the public or
could have other disruptive consequences. The
publicly available safety case should not need
to include any confidential information on the
vehicle or ADS being tested.
The publicly available safety case should be
freely available to members of the public.
Targeted communication could be undertaken
to inform residents and businesses local to the
test area of the trial activities. This safety case
should also be shared with the CCAV prior to
trial commencement, as requested in the Code
of Practice (CCAV, 2019b).
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7.4	Compliance

A

ll trials should be conducted in
accordance with relevant UK
law, or have received appropriate
permissions or derogations for any cases
of non-compliance (for example, the use of
bus lanes). For operations within a proving
ground environment, UK road traffic and
vehicle regulations may not be applicable, but
the safety impacts of non-compliance with
relevant data and cyber security law should
be considered, addressed and detailed within
the operational safety case. In all cases,
the trial safety case should show sufficient
management of safety to be in compliance
with all UK Health and Safety legislation.
The demonstration of compliance would
typically be a progressive activity, starting off
with lower complexity testing (e.g. featuring
a high level of environment or safety driver
control) in order to acquire evidence to support
more complex testing as the trial progresses.
For each statement of compliance with a
clause, article, regulation, standard or guidance
document, the safety case should include the
argument and appropriate evidence that can
support it. In the case of any non-compliance,
details of the necessary permissions or
derogations to conduct the trial or test must be
included, in addition to the presentation of the
argument and evidence that the risk associated
with the operations remain ALARP.
Table 7.8 presents a number of areas of
regulation and guidance that should be
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EXAMPLES AND TEMPLATES

AREA

EXAMPLES

Road Traffic Law

Highway Code
The Road Vehicles (Construction and Use) Regulations
1986 Road Traffic Act 1988

Road vehicle in-use
regulation

MOT Test
Road Vehicles (Construction and Use) Regulations

Cyber security Standards

As detailed in Section 6

Incident investigation
standards

PAS 1882 (upcoming)

Relevant landowner/
operation requirements

GG104 (Highways England’s safety process)

Relevant CAM trial
standards

Code of Practice for Automated Vehicle Trialling

Health and Safety
Legislation

The Health and Safety at Work etc. Act 1974

PAS 1881
The Management of Health and Safety Regulations 1999

Table 7.8: Area of compliance, with examples

considered within the operational safety
case. This list is not exhaustive, and not all
examples will be applicable to all trials; trialling
organisations should use the scope definition
within each regulation, code or standard in
order to judge applicability. It is also important
to discuss and agree applicability with testbeds
that the trial is intending to use. For example,
whilst there is no legal requirement to comply

with safety processes of public road operators
such as Highways England or Transport for
London in order to access the roads that they
manage, compliance with a process may be
required to be able to utilise testbed facilities
that include public roads. Trialling organisations
should therefore engage with testbeds at the
earliest opportunity to understand what may
be required of them.
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7.5	Summary of section 7

T

rials should have a change control process that
empowers all relevant stakeholders to initiate
change and involves all relevant stakeholders in
making suitable updates to the safety case and operating
procedures.
There should be a plan for how to monitor safety as
the trial proceeds, including a means for incidents to be
reported, logged and learnt from.
Trialling organisations should consult with affected
stakeholders. For public road trials, this should include
production of an abridged version of the safety case that
is made publicly available.
The safety case should document how relevant documents
such as regulations and standards have been reviewed
to ensure the trial is compliant with legal obligations and
with best practice.
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